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Smart Safety & Security Overview

1. Background

As universities grow both in size and complexity, managing the safety and security of students, faculty,
and infrastructure becomes a formidable task. In an era where educational institutions are no longer
bound by a single location, multiple campuses pose unique challenges that require a well-integrated,
dynamic, and smart approach to security. Smart Campus initiatives utilize data analytics, loT (Internet of
Things), Al, and other technologies to create a seamless and secure environment. The goal is not only to
protect against physical threats but also to address cyber vulnerabilities that come with the digitization of

campus facilities and services.

Creating a safe and secure environment in a multi-campus university is a complex, multi-faceted
endeavour that requires strategic planning, cutting-edge technology, and continuous monitoring. Given
the critical nature of safety and security in educational settings, it is vital for stakeholders to invest in a
comprehensive Smart Campus Security Solution that is not only robust and reliable but also adaptable to

the changing landscape of threats and vulnerabilities.

By embracing a Smart Campus approach, the university can create a safer, more secure environment,
thereby ensuring the well-being of all campus occupants and safeguarding institutional assets, both

physical and digital.

Goal

The goal of this initiative is to develop an integrated smart security management system for UNISA that
efficiently manages physical infrastructure and human capital and provides efficient security to the

student community, staff, and assets.

Objectives

The objective is to establish the smart security management system and associated evaluation criteria for
all key aspects of smart security technology solutions to transform the Unisa Protection Services

department into a safety and security services leading department.



Trends

The digital transformation sweeping across educational landscapes has significant implications for

security in smart campus universities. With the integration of Internet of Things (loT) devices, cloud

computing, and data analytics, the approach to campus security is continually evolving.

This evolution aims to create safer, more secure environments while enhancing the user experience for

students, faculty, and staff.

Here are the emerging trends in smart security solutions that are shaping the future of university

campuses.

Real-Time Surveillance and Analytics

1.

Advanced Video Analytics: Traditional CCTV systems are being replaced with smart video
surveillance that uses Al and machine learning to analyze real-time footage, flagging unusual
activities or security lapses instantly.

Facial Recognition: Biometric security measures, especially facial recognition, are gaining

prominence for restricted access areas and even attendance monitoring.

Drone Surveillance: Drones equipped with advanced cameras and sensors provide an additional

layer of security by covering areas that are hard to monitor through static cameras.

Seamless Access Control

4,

Mobile Credentials: The use of mobile devices as electronic keys is becoming increasingly common,

with technologies like Bluetooth or NFC facilitating secure, contactless entry.

Multi-factor Authentication: To secure sensitive areas, multi-factor authentication mechanisms that
combine something you know (a password) with something you have (an ID card) or something you
are (a biometric) are being employed.

Cybersecurity Advances

6.

8.

Zero Trust Architecture: Given the sensitive nature of data stored, campuses are moving towards a
Zero Trust model where trust is never assumed and verification is required from anyone trying to

access resources in the network.

Endpoint Security: With the proliferation of IoT devices on campus, securing these endpoints

becomes crucial to prevent them from becoming entry points for cyberattacks.

Al-powered Threat Detection: Advanced Al algorithms are increasingly used to monitor network

behavior, detect anomalies, and automatically counteract potential threats.



Data-Driven Decision Making

9. Predictive Analytics: Data analytics tools are being used to predict and prepare for security
incidents, leveraging past data to identify potential future threats.

10. Real-time Dashboards: Centralized dashboards offer real-time insights into various security metrics,
enabling rapid decision-making in crisis situations.

Emergency Response Automation

11. Automated Alerts: In the event of a security breach or emergency, automated systems send out

mass notifications through various channels, including SMS, email, and app notifications.

12. Smart Evacuation Systems: loT-enabled devices guide people to the safest exit routes during

emergencies, updating in real-time to account for the evolving situation.
Integrated Systems

13. Unified Security Platforms: Combining various aspects of physical and cyber security into a single,

integrated platform is becoming more common, simplifying management and response coordination.

14. 1oT and Edge Computing: 10T devices are becoming more intelligent with edge computing

capabilities, allowing for more localized decision-making and faster response times.

User-Centric Design

15. User-friendly Interfaces: With a growing emphasis on user experience, security systems are

designed to be more intuitive, requiring minimal training for effective use.

16. Customization: Security solutions are increasingly tailored to the specific needs and preferences of

individual campuses, faculties, or even students and staff.

As smart campuses continue to evolve, their security systems must adapt to address not just current
threats but anticipate future challenges as well. These emerging trends in smart security solutions for
universities not only facilitate a safer and more secure learning environment but also contribute to the

efficient management and operation of the campus ecosystem.

By staying abreast of these trends, educational institutions can make informed decisions that will

safeguard their communities and assets in an increasingly complex and interconnected world.



Benefits

The initiative endeavours to tackle the issue of fragmented security infrastructures across the various
campuses of the University of South Africa (UNISA). This fragmentation has led to restricted real-time
situational awareness, an inability to efficiently address security incidents, and suboptimal management

of security assets.

By deploying a Physical Security Information Management (PSIM) system, the university aims to
establish a cohesive and integrated framework for overseeing all security subsystems and devices. This
approach will furnish a holistic view of security activities throughout all campuses under the UNISA
umbrella. Such integration will bolster UNISA's overall security stance by facilitating immediate detection
and response to security threats, enhancing the coordination and allocation of security resources, and

ensuring compliance with pertinent regulatory mandates.

2. Scope

Safety and Security Services discussed include the following capabilities.

e Video Surveillance

e Access Control

e Fire Detection & Alarm

o Attendance Management

e Emergency Communication
e Digital Security

e Drones

e Public Address (PA) System

These are discussed in detail in the rest of the document.

3. Solutions for consideration

The table below outlines some of the typical safety and security solutions for a smart campus university

with multiple campuses, aligned with the requested capabilities:



Capability

Video
Surveillance and
Analytics
Access Control
and Visitor
Management
Emergency
Response
Coordination
Real-time Alerts
and
Notifications
Compliance with
Safety
Regulations
Digital Security
Drones
Surveillance

Smart Solution
Video Surveillance System with

Al Analytics

Electronic Access Control

System

Emergency Notification System

Mass Notification System

Compliance Management

Software

Cybersecurity Suite
UAV Monitoring System

Typical Integrated Platform
Physical Security Information

Management (PSIM)

Identity Management System (IMS)

Crisis Management System

Emergency Communication System

Governance, Risk Management, and

Compliance (GRC) Platforms

Network Security Management
PSIM or Custom Drone Management
Software

These solutions integrate a variety of technologies and platforms to provide comprehensive safety and

security for smart campus universities.

The best examples in the industry often showcase a blend of proprietary technology and partnerships

with established security tech companies.

The integration platform, typically a PSIM or a specialized management system, allows for a centralized

view and control over the disparate security systems across multiple campuses.

It's also essential that the chosen solutions offer APIs or standard integration protocols to ensure

compatibility and interoperability among different systems and vendors.

The Physical Security Information Management (PSIM)



A Physical Security Information Management (PSIM) system is a sophisticated software platform
designed to integrate multiple standalone security applications and devices, providing a unified interface
for monitoring, analysis, and management of security operations. Essentially, it serves as an overarching
orchestration layer that consolidates disparate security systems, ranging from video surveillance cameras
and access control systems to fire alarms, intrusion detection systems, and even environmental

monitoring devices.
Core Components:

1. Data Collection: PSIM systems collect data from various physical security systems and sensors,

normalizing it into a common format.

2. Event Correlation: Advanced algorithms analyze incoming data to identify significant security

events, correlate them, and prioritize based on pre-defined security policies.

3. Situation Management: The system facilitates real-time situational awareness by displaying an
integrated view of security data on a single interface. This often includes graphical maps, live
video feeds, and incident histories.

4. Incident Resolution: Once an event is detected, the PSIM system can guide the security
personnel through a set of standard operating procedures, customized to the specific incident

type, to ensure an effective and coordinated response.

5. Reporting and Analytics: The system has robust capabilities for generating reports and
analytics to evaluate the effectiveness of security measures, optimize resource allocation, and

ensure regulatory compliance.

6. Scalability: Most PSIM systems are modular and scalable, allowing organizations to add new

technologies or sites, thus providing the flexibility to grow as requirements evolve.

7. Interoperability: PSIM systems are generally designed to be agnostic to specific hardware,

enabling integration with a broad range of devices and applications from different vendors.
Key Benefits:

1. Enhanced Situational Awareness: By providing a consolidated view of all security systems,

PSIM enhances the ability to make informed decisions swiftly.

2. Operational Efficiency: Through automation and streamlined operations, PSIM can reduce the

number of man-hours required to monitor and manage security systems.

3. Regulatory Compliance: Built-in reporting tools can help organizations adhere to regulatory
requirements by providing easy ways to document and report on security incidents and

responses.



4. Cost-Effectiveness: Although initial setup costs can be substantial, the increased efficiency and

effectiveness of security operations can result in long-term cost savings.

5. Rapid Response: Guided incident response procedures ensure that security staff respond to

incidents in a timely and effective manner, potentially mitigating the impact of security events.

6. Resource Optimization: The system allows for smarter allocation of resources, as it can analyze

trends and identify areas requiring additional focus or adjustment.

By serving as the nerve center of an organization's security ecosystem, a PSIM system facilitates more

effective security management, enhancing an organization's ability to detect, analyze, and respond to

security incidents in a timely and coordinated manner.

PSIM in Smart Campus Security

Physical Security Information Management (PSIM) is a software platform designed to integrate multiple

unconnected security applications and devices and control them through one comprehensive user

interface.

It collects and correlates events from existing disparate security devices and information systems (video,

access control, sensors, analytics, networks, building systems, etc.) to empower personnel to identify and

proactively resolve situations.

PSIM Functions and Relevance

Function

Integration

Real-Time

Monitoring

Correlation &

Verification

Workflow

Guidance

Description

PSIM integrates various security systems such
as video surveillance, access control, fire alarms,

and intrusion detection.

Provides real-time monitoring of all connected

security devices and systems.

Correlates data from multiple sources and
verifies if the incident is genuine to reduce false

alarms.

Guides operators through the correct response

as per the predefined procedures.

Relevance to Smart Campus Security

Offers a unified view and control of all
security systems across multiple

campuses.

Enables immediate detection of incidents

and potential threats on campus.

Ensures that campus security staff can
quickly verify and respond to legitimate

threats.

Standardizes response to incidents
ensuring compliance with campus security

policies.



Reporting &
Analysis

Compliance

Adherence

Situational

Awareness

Automation

Generates detailed reports for analysis and

auditing purposes.

Helps in ensuring the compliance with regulatory

requirements.

Provides situational awareness through a

common operating picture.

Automates responses to certain triggers or

incidents.

Scalability

Can scale to accommodate additional systems

and technologies as they are developed and

deployed.

PSIM Benefits and Impact

Benefit

Centralized Control

Enhanced

Communication

Decision Support

Resource

Optimization

Cost Efficiency

Description

A single interface to manage all security

measures.

Facilitates communication between

different security systems and personnel.

Provides actionable intelligence for

decision-making.

Ensures the optimal use of security

resources.

Reduces the need for multiple monitoring

systems and staff training.

Facilitates post-incident analysis and
compliance reporting for continuous

improvement.

Maintains adherence to safety and privacy

regulations applicable to the education

sector.

Enhances security personnel's
understanding of incidents and required

actions.

Speeds up the response to incidents and
can initiate lockdowns or alerts without

human intervention.

Adapts to the evolving technology
landscape and expanding campus

environments.

Impact on Smart Campus Security

Streamlines operations, making security

management more efficient.

Improves coordination during emergency

responses across campuses.

Allows for informed decisions during critical

security events.

Enhances the overall effectiveness of the

campus security infrastructure.

Lowers the total cost of ownership and

operational expenses.



Future Expansion Designed to integrate future technologies Provides a robust foundation for the
and solutions. integration of emerging security

technologies.

Relevance of PSIM for a Smart Campus

PSIM is highly relevant for Smart Campus security as it streamlines the management of various security
systems, ensuring quick and coordinated responses to incidents, which is crucial in the complex
environment of a multi-campus university. It not only provides a comprehensive security posture but also
allows for scalability, ensuring that as campuses grow and technology advances, the security system can

adapt accordingly.

A Physical Security Information Management (PSIM) system is highly relevant for a smart campus setting

for a number of reasons:

1. Unified Security Ecosystem: Smart campuses typically involve a myriad of interconnected
devices and systems. A PSIM system acts as a unifying layer that integrates various security
measures into a centralized platform, simplifying administration and providing robust security

capabilities.

2. Real-time Situational Awareness: As smart campuses are dynamic environments with a lot of
moving parts, real-time situational awareness is critical. PSIM enables this by providing a

comprehensive, live view of the campus’s security situation.

3. Data-Driven Decisions: PSIM systems can analyze data from various subsystems, helping
administrators make informed decisions regarding resource allocation, emergency response, and

even non-security issues like energy management.

4. Scalability: As the smart campus evolves, adding new devices or technologies becomes more

straightforward with a PSIM system due to its modular and scalable nature.

5. Compliance and Reporting: Regulatory mandates often require detailed logging and reporting,

which is another area where PSIM excels.

Given these attributes, a PSIM system can significantly augment the security and operational efficiency of

a smart campus.
Alternative Smart Campus Approaches

1. Building Management Systems (BMS): These are focused more on the operational aspects,

like HVAC, lighting, and energy management, but modern BMS systems often have modules for



security management. However, they may not offer the comprehensive, real-time situational

awareness of a PSIM system.

2. loT Platforms: Specialized Internet of Things platforms can provide some of the functionalities of
a PSIM system, particularly with regard to device integration and data analytics. These platforms
are often highly customizable but may require significant development effort to meet specific
security needs.

3. Integrated Security Platforms: These are solutions that offer a suite of security functionalities—
like access control, video surveillance, and intrusion detection—but they might not offer the full

range of integration capabilities that a PSIM system does.

4. Open-Source Solutions: Some campuses may opt for open-source security management
solutions that can be customized to fit specific needs. However, these often require a high level of

technical expertise and may lack the robustness and support structure of commercial solutions.

5. Cloud-based Security Solutions: These offer the advantage of remote access and
management, easy scalability, and reduced hardware costs. However, they may come with

ongoing subscription fees and potential concerns about data privacy and security.

6. Al and Machine Learning Algorithms: These can provide predictive analytics and anomaly
detection capabilities, supplementing or even replacing some of the functionalities of a PSIM
system. However, Al models often require extensive training and fine-tuning to be effective in a
complex environment like a smart campus.

7. Mobile App-Based Approaches: Some campuses are leveraging mobile applications to
empower students and staff with personal safety tools and real-time updates. However, this
approach usually complements rather than replaces a more comprehensive security system like
PSIM.

Each alternative has its pros and cons, and a hybrid approach is often the most effective way to address
the complex needs of a smart campus. Regardless of the chosen path, the overarching objective remains

the same: to ensure the safety, security, and operational efficiency of the campus environment.



Intelligent Video Surveillance

4. Background

The Vital Role of Video Surveillance in Campus Security

In today's fast-paced world, security has emerged as a paramount concern, especially within educational
campuses. Video surveillance systems have become indispensable tools for maintaining campus security
and promoting an environment of safety and order. These systems do more than just record video; they
provide real-time visual data and intelligent insights that are invaluable to campus maintenance staff. This
comprehensive guide delves into the multifaceted components that make up an effective video
surveillance system for educational settings.

In a world where security challenges are increasingly complex, the role of intelligent video surveillance
systems cannot be overstated. For educational campuses, these systems offer a robust and reliable
solution for maintaining security and order. By understanding the key components and benefits,
educational institutions can make informed decisions in implementing a system that best suits their

unique needs.

Investing in a state-of-the-art video surveillance system is not just a security measure; it's a long-term
investment in the safety and well-being of everyone who sets foot on campus.

To ensure that the aging security technology and infrastructure at the university is renewed and upgraded
in alignment with the Smart Campus initiatives of the university, the Protection Services Department
requires a specialised services partner who can assist the University to develop a Smart Security

Technology solution, which can be implemented in line with the Smart Campus Project.

5. Scope

The scope of the project for implementing an intelligent video surveillance system at UNISA should
include the following components:

1. Video Surveillance
e Real-Time Detection Real-Time Video Surveillance
o Real-time browsing
o Live video polling
o Live Video Scenario Management
e Situational Awareness

o llluminator



o overcast
e Centralized storage
e Recording Management
o Recording management
o Video playback
o Multi-channel synchronous playback

o Video download

2. Intelligence
o Face recognition
°  Appearance searching
°  Trustlist and blacklist
e Biometrics
e Line crossing
e Crowd gathering / Loitering detection
e Appearance searching

e License plate recognition

6. Business Requirements

The following requirements were defined for the university.

o Facial recognition technology
Facial recognition is the process of identifying or verifying the identity of a person using their face. It
captures, analyses, and compares patterns based on the person' s facial details. This can be used at
all access-controlled environments. This will also eliminate human contact on the biometric access
control technology.

e Surveillance Head-End
The current surveillance head-end or recording equipment has reached end-of-life and requires
immediate replacement.

e Video management System
Current video management system has a licensing and software maintenance model with exorbitant
costs. Must be replaced with the Head-End equipment replacement.

e Legacy analogue cameras
On the Muckleneuk campus must be replaced with High Definition (HD) IP camera technology.
Standard Definition cameras, in critical or high-risk areas, must be replaced with HD IP camera

technology. License plate recognition (LPR) cameras on the vehicle lanes must be replaced with



specialised LPR cameras, with supporting video management software searches on license plate
numbers.

Surveillance with high definition (Megapixel) CCTV

Lots of activities and events happen on a large and open campus. We have, however, relied on
limited security personnel. It is difficult to monitor, prevent and report on-campus vandalism,
unauthorized intrusions, bullying, and other incidents not seen by security, the new analytics of the
CCTV will be able to detect all the different dangers and raise an alarm.

Smart Imaging System

High-resolution images should be integral to a Smart Campus Solution, as the images allow the
system to automatically perform recognition, search, and comparison. Traditional CCTV systems
have limitations, such as image quality, image storage capacity, and inadequate security for stored
information. Therefore, an upgrade to our current CCTV systems is crucial.

Appearance searching

Appearance searching with artificial intelligent (Al) surveillance searches of clothing colours and many
other features.

Self learning video analytics

The surveillance system will selfranalyse a camera image and create alarms on any unusual activity,
bringing the image to the foreground in the Control Room environment.

License plate recognition (LPR)

System should be in place at the main vehicle entrances and exits. HD IP cameras will record
movement on the campus. The system will perform an analysis of the recordings and images as
required. The system can recognize unauthorized vehicles, as well as to conduct analyses on
suspicious vehicles, items, and people. Alerts are sent out to prevent potentially dangerous situations.
All by the built-in analytics of the CCTV system.

The high return rate of stolen goods

Access records and smart facial imaging recognition are integrated into a CCTV database and linked
to the access management system. The system can then track specific time, location, and
whereabouts on campus. Footage helps the security team identify and retrieve lost items.
Situational Awareness

Automatically adapts to varying levels of light and changing weather conditions, providing 24/7 High
Definition (HD) video coverage for key areas.

Intelligent video analytics

Solutions like Siemens Site IQ can help automate video analysis recognizing objects like vehicles or
persons entering policy zones or crossing virtual fences allowing surveillance to focus on potentially
important events.

Individual Monitoring

When a suspicious individual enters a campus, the system generates an alarm in real time and can



produce tracking information based on the individual's activities, effectively improving campus
security management.

¢ Parking Monitoring
Solution for monitoring very large areas and detecting suspicious targets, even in dim light conditions.

Indicators manage and display the availability of public parking spaces.

7. Benefits

Benefits of Integrating an Intelligent Video Surveillance System include those below.

o Enhanced Security: The most obvious benefit is an elevated level of security. With real-time
monitoring and intelligent analytics, campuses are far better equipped to identify and handle
potential security threats.

Advanced features such as facial recognition and motion detection increase the accuracy of
threat detection, thereby improving overall campus safety.

e Improved Operational Efficiency: The intelligent data gleaned from the system can be
utilized to streamline operations. For instance, the system can inform maintenance staff
about areas of the campus that require immediate attention.

Centralized and automated controls offer streamlined management of the system, enabling
rapid response to incidents and straightforward system adjustments.

o Evidence and Accountability: In case of incidents, the high-definition recordings serve as
irrefutable evidence that can be used in legal proceedings or internal investigations.

o Data-Driven Decision Making: Intelligent analytics can offer insights into student and faculty
behavior, space usage, and more, aiding administrative decision-making.

o Cost-Effectiveness: Al-driven surveillance often requires fewer human operators, and its
predictive analytics can also assist in optimal resource allocation.

e Operational Efficiency: Centralized and automated controls offer streamlined management
of the system, enabling rapid response to incidents and straightforward system adjustments.

e Compliance and Audit: Video analytics can be customized to meet compliance
requirements, and the system can also offer robust data for auditing purposes.

o Reduced False Alarms: Intelligent analysis ensures that only actual threats trigger the
system, thereby minimizing false alarms and ensuring focused attention from security
personnel.

e Scalability: As the campus grows, intelligent systems can be easily scaled up, keeping pace
with increasing needs without a proportionate increase in complexity or costs.

o Energy Savings: Smart energy controls can be integrated with surveillance, turning off lights

in areas where no activity is detected, thereby saving energy.



o Enhanced User Experience: Integration with other campus systems can offer students,

faculty, and staff a seamless and enriched campus experience, right from entry to exit.

8. Use Journeys, Use Cases and Scenarios

In a Smart Campus setting, video surveillance systems go beyond traditional security applications to

contribute to various aspects of campus life. These systems leverage the power of data analytics, real-

time monitoring, and centralized management to offer solutions that enhance safety, operational

efficiency, and student engagement.
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At the intersection of this trend and the imperative of campus security lies the advanced use of video

surveillance systems. Far from being just a tool for monitoring and recording, these systems can play a

pivotal role in transforming universities into smart campuses. This section explores various use cases and

scenarios where video surveillance systems can be effectively utilized in a Smart Campus setting.

Below is a tabular presentation of diverse use cases and scenarios that showcase the multifaceted

applications of video surveillance systems within a Smart Campus University.

Use Case Scenario

Campus Security

parking lots, and high-traffic areas

Real-time monitoring of entrances, exits,

Objectives & Benefits
Improve safety by quickly identifying
unauthorized persons and potential

security threats



Emergency

Response
Attendance
Monitoring

Library

Management

Traffic Flow

Optimization

Asset Protection

Event

Management

Building

Management

Compliance

Monitoring

Research &

Development

Real-Time Crowd
Monitoring and

Management

Activation of emergency protocols during
incidents like fire, active shooters, or
natural disasters

Cameras with facial recognition installed in

lecture halls to track student attendance

Surveillance of library to monitor usage of

resources, desks, and computers

Monitoring of pedestrian and vehicular

traffic during peak times

Cameras focused on valuable equipment
in labs, computer centers, and sports

facilities

Real-time monitoring during campus
events like sports games, concerts, and

festivals

Integration with Building Management
Systems for energy-efficient lighting and
HVAC control

Ensuring that public spaces are adhering
to regulations such as COVID-19 social

distancing

Video analysis for studying human
behavior or environmental conditions

within the campus

During large-scale events such as
commencement ceremonies or sports
events, video surveillance equipped with
intelligent analytics can monitor crowd
density and movement patterns in real-

time.

Enable faster and more coordinated
emergency response based on real-time
visual information

Automate attendance taking, thus

saving time and ensuring accuracy

Optimize library operations by
understanding peak usage times and

resource demand

Enable efficient allocation of resources

like security personnel and guide traffic

Deter theft and vandalism, aiding in the
identification and prosecution of

perpetrators

Enhance security and operational
efficiency through crowd monitoring and
control

Save energy by activating systems only

when human presence is detected

Enable proactive measures to maintain
compliance with health and safety

guidelines

Provide valuable data for academic

research projects

Authorities can receive real-time alerts
about overcrowded areas and direct
staff to manage the situation, thereby
enhancing both safety and experience

for attendees.



Parking

Management

Emergency
Response

Coordination

Classroom and
Laboratory

Security

Energy Efficiency
and Resource

Optimization

Lost and Found

Assistance

Parking on campus is often a challenge
due to limited availability. Video
surveillance can help manage this

efficiently.

In the event of emergencies like fire or
active shooter situations, every second

counts.

Sensitive areas such as laboratories
containing expensive equipment or
potentially dangerous materials require

stringent security measures.

Energy consumption is a significant
operational cost for any campus.

Unoccupied areas like classrooms or

libraries don't need to be fully lit or climate-

controlled all the time.
Students often lose personal belongings
like laptops, backpacks, or even bicycles

on campus.

Key Takeaways: Beyond Conventional Use

Cameras equipped with license plate
recognition technology can help
automate parking systems, indicating
empty slots, unauthorized vehicles, and
even collecting parking fees.

Real-time video feeds can be integrated
with emergency response systems to
provide immediate situational
awareness, allowing for more effective
coordination and potentially saving lives.
Access to these areas can be controlled
based on facial recognition or biometric
data, captured and processed through

advanced surveillance systems.

Surveillance cameras equipped with
motion sensors can integrate with smart
lighting and HVAC systems to optimize
energy usage based on real-time
occupancy data.

Video surveillance footage can be
quickly reviewed to identify the last-
known location of lost items, assisting in
their retrieval and reducing

administrative burdens.

The application of video surveillance in a Smart Campus extends beyond mere security considerations. It

presents an opportunity for operational excellence, resource optimization, and enhancing the overall

campus experience. By thoughtfully incorporating surveillance systems in a myriad of applications,

universities can indeed transform into smart campuses that are not just secure, but also more efficient

and responsive to the needs of students, staff, and visitors alike.

The key lies in integrating these systems into the broader campus infrastructure, thereby

transforming them into indispensable tools for enhancing security, efficiency, and the overall campus

experience.



By understanding these diverse use cases, educational institutions can strategically invest in video
surveillance technologies that serve multi-faceted roles, thus maximizing both their investment and the

capabilities of a Smart Campus environment.

9. Solutions Overview

Solution Architecture Context

Solution Architecture context can be represented by the diagram below. This shows the various

components at the various layers of the solution.
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Solution Components
Components of an Intelligent Video Surveillance System
An ideal video surveillance system is far more sophisticated than a mere collection of cameras. It is
a cohesive ecosystem comprised of the following elements:
¢ Intelligent High-Definition Cameras

The first line of defense in any video surveillance system is the array of high-definition
(HD) cameras. These cameras come equipped with advanced algorithms that can be

customized to meet the specific requirements of the campus. Not only do they capture
high-quality video footage, but they are also capable of intelligent detection of unusual
events, thereby serving as proactive measures for maintaining campus safety.



e Centralized Video Storage Solutions

The ability to store and manage video data is equally important. Centralized storage
solutions offer an organized repository that allows for quick and efficient retrieval of
recorded videos. Users can easily search for videos using time stamps, which is crucial
during incident investigations and for general record-keeping purposes.

¢ Intelligent Video Analysis

Modern surveillance systems are integrated with intelligent video analysis capabilities.
This technology can process real-time video to identify the overall characteristics of
individuals and even objects within the frame. This level of detail can be instrumental in
identifying suspects or understanding crowd dynamics during large events.

¢ Intelligent Video Applications

The final component includes various real-time video applications that cover a spectrum
of needs. This encompasses real-time video monitoring, recording management, and
intelligent analytical applications that help interpret the video data. Such applications are
particularly useful for campus authorities who need to make quick decisions based on
real-time data.

Video Surveillance
e Real-Time Detection Real-Time Video Surveillance

o Real-time browsing:
This feature enables users to view video of cameras in real time, learn about the
onsite situation of cameras, and learn about exceptions in a timely manner. This
feature does not require personnel to arrive at the site, improving onsite problem-
solving efficiency and reducing labor costs. At the same time, the behavior of
personnel in the management area is restricted and deterred.

o Live video polling:
Real-time images of multiple cameras are played in turn according to certain rules.
The camera automatically switches between images without manual operations,
reducing labor costs. You can configure cameras in an area as a sequencing
resource to play the camera, which helps you quickly view the management images
of the concerned area in a unified manner. Allows users to set a time segment for a
sequencing task. During the time segment, the sequencing is automatically
performed, improving operation efficiency and task scheduling.

o Live Video Scenario Management:
You can quickly invoke or restore the preset live video scenario by configuring the
live video scenario. Users can quickly enter the preset live video scenario, improving
work efficiency.

e Situational Awareness

o llluminator: The enables the camera to automatically turn on the illuminator in dim
light conditions.

o Overcast: In heavy fog or smog weather conditions, the camera automatically
enables the overcast adaptation to reduce the impact on the camera image

e Centralized storage



Video surveillance in each branch campus uses nearby storage to save video backhaul
bandwidth. That is, cameras and NVRs/IVSs are deployed in the branch campus for
video storage. In addition, a video management system is deployed in the headquarters
campus to connect to and manage the NVRs/IVSs in each branch campus. In addition,
the video of the branch is transferred to the headquarters in a unified manner as
required.

Recording Management

o Recording management:
Operators can set a recording plan for one or more cameras to record videos at a
specified time. Users can record videos in specified time segments in key areas and
save valuable video clips. The video clips provide basic materials for video analysis
and video proof.

o Video playback:
When an exception occurs in the management area or a user needs to view the
events in the management area, the user can obtain and view the stored video.
Users can view historical videos, restore the event occurrence process, and perform
post-event analysis to make in-depth judgment.

o Multi-channel synchronous playback:
Play back multiple video channels in multiple windows by time. Play back multiple
videos at the same time to explore the correlation between multiple videos.

o Video download:
Download the recording to the local PC. You can download recordings to provide
materials for remote video processing.

Intelligence

Face recognition

o Face recognition service is an intelligent service that uses computers to process,
analyze and understand face images based on human face feature information and
recognize identity.

+  Supports feature recognition, extraction, and storage of objects in videos and
images.

«  Supports real-time target blocklist and trustlist defence in the daytime or the
entrance of the building. Allow the people who in the trustlist enter the campus,
and when the person who in the blacklist try to enter the campus, the system
display an alarm.

«  Supports reverse image search and search for similar objects in the object library
based on the object image features.

Biometrics

o The system supports facial recognition in the daytime or the entrance of the
building and fingerprint recognition.

Line crossing



o In areas of the campus network, a perimeter can be defined for the camera to
record the objects that cross into the boundary, triggering the relevant alarms
and response.

e Crowd gathering / Loitering detection

o Collects statistics on the crowd congestion degree in a specified area in the
surveillance image of the public area of a specified campus in real time.
When the crowd degree exceeds the specified threshold and exceeds the
specified time, the crowd gathering alarm is triggered.

o Prefetch the video of the camera in the key area of the campus. When an
object within the surveillance scope stays in the area for a specified period of
time, a wandering detection alarm is triggered, notifying the campus
management personnel.

e Appearance searching

o Users can search for objects by personal appearance. Supports the
recognition of human appearance in real-time videos, including the gender,
age, color, hat, bag, and mask. Users can search for objects by person
attribute.

e License plate recognition

o The license plate recognition algorithm is used on the main roads of the
campus to monitor the movement of vehicles in the campus.

ICT Architecture Context
The following depicts the conceptual architecture context, showing the various layered architecture

components.
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10.Integration

The Complexity of System Integration

Implementing a video surveillance system in a Smart Campus is not an isolated task; it is an integral part

of a more extensive ecosystem of interconnected technologies. To maximize the utility of such a system,

careful consideration must be given to its integration with existing and future systems across the campus.

We have examined the vital considerations and potential integration points when deploying a video

surveillance system in a Smart Campus setting.

Critical Integration Considerations

o Data Integrity and Security

It is essential to ensure that the surveillance system adheres to security protocols to protect the

integrity of the data. This includes encryption during data transfer and storage, as well as multi-

factor authentication for system access.



o User Accessibility and Interface
The surveillance system should be easily accessible by authorized users across various
departments. This might require integration with existing university identity management systems

to ensure seamless yet secure access.

o Network Load and Scalability
A comprehensive surveillance system could place a significant load on the existing network
infrastructure. It is crucial to assess and plan for the additional network traffic generated by the

video feeds and analytics.

¢ Real-time Data Syncing
If the surveillance system needs to work in tandem with other real-time monitoring systems, like

emergency alerts or access control, real-time data syncing capabilities should be considered.

e Compliance and Regulations
Adherence to legal requirements related to data storage, data access, and individual privacy is

critical. The system should be designed to be compliant with relevant laws and university policies.

Integration and Scalability
For integration and scalability, the following aspects shall need to be adopted.

1. Open Architecture
e Designed with modularity in mind, allowing easy integration with existing systems and
scalability for future expansion.
2. Cloud-Based Services
e Leverage cloud technologies for resource optimization, data backup, and remote access
capabilities.
3. Interoperability
e Compatibility with external tools and platforms, ensuring flexibility and reduced

dependency on single vendors.



Potential Integration Points with Other Systems

The solution will need to integrate with most of the other Smart Campus solutions and the regular
operational systems as it presents a channel for various academic, informative, social and administrative

functions provided by the university.

Integration interfaces shall need to be created.
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Integration Integration

Below is context on some of the integration points.

e Access Control Systems

Integration with physical access control systems can provide multi-layered security. For example,
surveillance cameras can be activated when unauthorized access is attempted, capturing real-
time footage of the incident.

e Emergency Response Systems

Video surveillance can be tied to fire alarm and other emergency systems to provide immediate
visual assessment to first responders, allowing for quicker, more effective interventions.

e Learning Management Systems (LMS)

For use cases like attendance monitoring, the video surveillance system can be integrated with
an LMS to automatically update attendance records based on facial recognition or other
identifiers.

e Building Management Systems (BMS)

Integrating surveillance with BMS can improve energy efficiency. For example, surveillance
cameras could feed occupancy data to the BMS, which could then adjust lighting and climate
control settings accordingly.

e Parking Management Systems

Surveillance systems can help manage campus parking by monitoring vehicle entry and exit,
occupancy levels, and even identifying unauthorized vehicles, all integrated into a central parking

management system.



¢ Analytics and Reporting Tools
Data from the surveillance system can be fed into analytics tools used by the university for

various purposes, from operational optimization to academic research.

Some of the key applications for integration shall include those below.

Core Applications
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The following are the known affected systems:

* Integrated Smart Building Management System — The management system can be incorporated
into the integrated smart building management system that allows building operators to optimize
building performance, improve energy efficiency, and enhance occupant comfort.

* Archibus System — used for operations workflow management (existing).

* Impro (Access Control - Staff and Students)

An Integrated Approach for Maximum Efficacy

The integration of a video surveillance system is a multifaceted challenge that goes beyond mere
technical specifications.

The key to successful integration lies in understanding the potential touchpoints with other systems and
planning accordingly. By doing so, the surveillance system can become an integral part of the campus's
broader security and operational ecosystem, providing benefits that extend well beyond its initial scope.



11.Hardware Components

A Symphony of Hardware Components

The hardware landscape for modern video surveillance systems in Smart Campus Universities is complex
and varied, yet each component plays a crucial role in ensuring effective surveillance and security. From
advanced camera technologies to robust storage solutions and networking hardware, understanding the
capabilities and functionalities of each component can guide decision-makers in designing an integrated,

efficient, and responsive system that meets the multifaceted needs of a Smart Campus environment.

While cameras are the most visible components, there are numerous other hardware elements involved
in a state-of-the-art video surveillance system. This deals with some of the hardware components that
make up an intelligent, effective, and integrated surveillance ecosystem within a Smart Campus
University setting.

The tables below offer a structured overview of the different types of hardware components that can be
part of a video surveillance system in a Smart Campus University. Each component serves specific
functions and can be used in various use case scenarios, making them indispensable in creating a robust

and efficient surveillance system.

Cameras
Type Description Use Case Examples
High-Definition (HD) = Offers crisp, clear images in various lighting Face identification, event
conditions monitoring
Pan-Tilt-Zoom (PTZ) Dynamic orientation and focus Large areas like parking lots
Infrared (IR) Captures images in low-light conditions Nighttime surveillance
Wide-Angle Covers broad areas Open spaces, sports fields
Dome Cameras Discreet design, vandal-resistant Indoor spaces like lecture halls
Storage Solutions
Type Description Use Case Examples
Network Video Dedicated device for recording and storage Short-term storage of key video
Recorders (NVR) footage
Storage Area High-volume, high-speed data storage Long-term, archival storage

Networks (SAN)



Edge Storage

Analytics Processors

Type

Graphics Processing
Units (GPUs)
Field-Programmable
Gate Arrays (FPGAs)

Networking Hardware

Type
Switches and
Routers

Network Firewall

Power over Ethernet
(PoE) Switches

Auxiliary Devices

Type
Microphones

Motion Detectors

Environmental

Sensors

Built-in storage capabilities in cameras

Description

Handles heavy computational load of real-time

analytics

Customizable chips for specific tasks

Description

Manage data traffic between components

Protects system from cyber threats

Manage data traffic and supply electrical

power

Description

Audio recording to supplement video
Trigger recording when movement is
detected

Measure temperature, humidity, or

smoke

Decentralized, real-time storage

Use Case Examples
Real-time face
recognition

Object tracking, behavior

analysis

Use Case Examples

Data routing between cameras and
storage

Security against unauthorized
access

Simplified cabling and power supply
to cameras

Use Case Examples
Verbal interactions, emergency situations

Low-traffic areas

Comprehensive monitoring in labs,

storage areas

The tables below also provides a view of the components, typical scenarios and implementation

parameters.



Equipment

Scenario

Parameters

Cameras

Indoor -
entrance and
exit

Shape: Bullet camera
Max Resolution: 2MP: 1920 (H) x 1080 (V)

WDR: 120 dB

Ability: Built-in IR llluminator, Built-in White Light llluminator,
Exposure Compensation, Exposure Mode, Motorized Focus,
Backlight Adaptation, Overcast Adaptation

Operating Temperature: -30°C-60°C

Storage Temperature: -40°C-70°C

Algorithms: Face Detection, Facial Attribute Recognition, Facial

Recognition, Person Detection, Personal Attribute Recognition

Indoors -
Corridors

Shape: fixed dome camera
Max Resolution: 2MP 1920(H)*1080(V)

Ability: Infrared light compensation, Storage interface, Video image
stabilization, Backlight adaptation

Operating temperature: -30°C-55°C

Algorithms: Fast movement detection, Tripwire detection, Intrusion
detection, Area entry/exit detection, Loitering detection, Crowd
counting, Face detection, Facial attribute detection, Facial

recognition, Human body detection, heat map

Interior -
Stairway

Shape: fixed dome camera
Max Resolution: 2MP 1920(H)*1080(V)

Ability: Infrared light compensation, Storage interface, heat map,
Video image stabilization, situational awareness

Operating temperature: -30°C-55°C

Algorithms: Fast movement detection, Tripwire detection, Intrusion
detection, Area entry/exit detection, Loitering detection, Crowd
counting, Face detection, Facial attribute detection, Facial

recognition, Human body detection, heat map




Equipment Scenario Parameters

Indoor - Shape: fixed dome camera
Elevator Max Resolution: 2MP 1920(H)*1080(V)

Ability: Infrared light compensation, Storage interface, heat map,
Video image stabilization, Algorithm defogging, Backlight
adaptation, situational awareness

Operating temperature: -30°C-55°C

Algorithms: Fast movement detection, Tripwire detection, Intrusion
detection, Area entry/exit detection, Loitering detection, Crowd
counting, Face detection, Facial attribute detection, Facial

recognition, Human body detection, heat map

Indoor - Shape: fixed dome camera
Classroom Max Resolution: 2MP 1920(H)*1080(V)

Ability: Infrared light compensation, Storage interface, heat map,
Video image stabilization

Operating temperature: -30°C-55°C

Algorithms: Fast movement detection, Crowd counting, Face
detection, Facial attribute detection, Facial recognition, Human

body detection, heat map

Indoor - Shape: fixed dome camera
Teacher's Max Resolution: 2MP 1920(H)*1080(V)
Office

Ability: Infrared light compensation, Storage interface, heat map,
Video image stabilization

Operating temperature: -30°C-55°C

Algorithms: Fast movement detection, Crowd counting, Face
detection, Facial attribute detection, Facial recognition, Human

body detection, heat map




Equipment

Scenario

Parameters

Indoor -
Canteen

Shape: fixed dome camera
Max Resolution: 2MP 1920(H)*1080(V)

Ability: Infrared light compensation, Storage interface, heat map,
Video image stabilization

Operating temperature: -30°C-55°C

Algorithms: Fast movement detection, Tripwire detection, Intrusion
detection, Area entry/exit detection, Loitering detection, Crowd
counting, Face detection, Facial attribute detection, Facial

recognition, Human body detection, heat map

Outdoor -
Gate

Shape: Bullet camera
Max Resolution: 2MP: 1920 (H) x 1080 (V)

WDR: 120 dB

Ability: Built-in IR llluminator, Built-in White Light llluminator,
Algorithm-assisted Defogging, Exposure Compensation, Exposure
Mode, Motorized Focus, Backlight Adaptation, Overcast Adaptation
Operating Temperature: -30°C-60°C

Storage Temperature: -40°C-70°C

Algorithms: Face Detection, Facial Attribute Recognition, Facial
Recognition, Person Detection, Motor Vehicle Detection, Personal

Attribute Recognition, Non-motorized Vehicle Detection

Outdoor -
Main Road

Shape: Bullet camera
Max Resolution: 5SMP: 2560 (H) x 1920 (V)

Ability: Built-in IR Illuminator, Built-in White Light llluminator,
Algorithm-assisted Defogging, Exposure Compensation, Exposure
Mode, Motorized Focus, Backlight Adaptation, Overcast Adaptation
Operating Temperature: -30°C-60°C

Storage Temperature: -40°C-70°C

Algorithms: Face Detection, Facial Attribute Recognition, Facial
Recognition, Person Detection, Motor Vehicle Detection, Personal

Attribute Recognition, Non-motorized Vehicle Detection




Equipment

Scenario

Parameters

Outdoor —
Campus plaza

Shape: PTZ Dome Camera
Maximum image resolution: 5SMP 2880 (H) x 1620 (V)

Ability: Storage port, Ethernet port, Ground port, Built-in IR
llluminator, Built-in white light illuminator, Algorithm-assisted
defogging, Exposure compensation, Exposure mode, Motorized
focus, Backlight adaptation, Overcast adaptation

Operating temperature: —30°C to +60°C (illuminator disabled); —
30°C to +40°C (illuminator enabled)

Algorithms: Tripwire crossing detection, Intrusion detection, Area
entry/exit detection, Loitering detection, Motion detection, Lens
blocking detection, Queue length detection, Crowd flow statistics,

Face detection, Facial attribute recognition, Person detection

Outdoor -
Parking

Shape: PTZ Dome Camera
Maximum image resolution: 5SMP 2880 (H) x 1620 (V)

Ability: Storage port, Ethernet port, Ground port, Built-in IR
llluminator, Built-in white light illuminator, Algorithm-assisted
defogging, Exposure compensation, Exposure mode, Motorized
focus, Backlight adaptation, Overcast adaptation

Operating temperature: —30°C to +60°C (illuminator disabled); —
30°C to +40°C (illuminator enabled)

Algorithms: Tripwire crossing detection, Loitering detection, Motion
detection, Lens blocking detection, Crowd flow statistics, Face

detection, Facial attribute recognition, Person detection

Outdoor-
campus
perimeter

Shape: Bullet camera
Max Resolution: 5SMP 2560(H)*1920(V)

Ability: Built-in IR Illuminator, Built-in White-Light llluminator,
Algorithm-assisted Defogging, Exposure Compensation, Exposure
Mode, Backlight Adaptation

Operating Temperature: -30°C-60°C

Algorithms: Loitering Detection, Tripwire Crossing Detection,
Intrusion Detection, Area Entry/Exit Detection, Face Detection,

Person Detection, Zoom-in




Equipment Scenario Parameters

Video Intelligent analysis: Video-based person analysis, Behavior
management analysis
device Number of target alert reference lists: 32

Total target library capacity: 300,000 records

Target hot data search: < 3s

Target feature storage: 5 million records

Number of vehicle alert reference lists: 5

Total vehicle library capacity: 50,000 records

Structured data storage: Up to 1.2 million person records and 2
million vehicle records

Number of disks: 8

RAID level: RAID 0, RAID 1, and RAID 5

Recording mode: Manual recording, scheduled recording, and
alarm-triggered recording

Search mode: By time or event

Security: Media security, Watermark

Operating temperature: —5°C to +55°C

Video format: H.264, H.265, and MJPEG

Video Gateway Receive the CCTV footage
Send the footages to VMS

VMS Stores the video sub-streams of all the branch cameras
Modules: central management, Database, streaming media,

storage management, video access, Basic Application
add cameras
heartbeat detection

video loss

Defocus detection
Scene change
Fast-moving detection

12.Implication on Current Environment

The university currently implemented the Bosch Video Surveillance Solution and has been upgrading the

hardware components such as cameras. The system is not yet integrated with the other security, access



and university facilities systems and so the no automation across the services yet. An integrated

architecture is still required across the various security and facilities services.

Assessment of the current implementation

o Data Silos: The current standalone state of the Bosch Video Surveillance system means that data is
isolated, inhibiting seamless security operations.

o System Silos: Lack of integration means isolated systems that don't communicate, which may lead
to operational inefficiencies.

o Limited Automation: Lack of integration with other security, access, and university facility systems
leads to manual interventions, which are time-consuming and error-prone.

e Cost Overheads: Operating independent systems could incur more costs in the long term.

o Security Gaps: Non-integrated systems can lead to lapses in security as comprehensive monitoring
is challenging.

e User Experience: The absence of a unified system can result in a fragmented user experience for

students, faculty, and staff.

13.Cost Considerations

The costs estimates have been provided for in a separate report.

The following costs should be considered when implementing the Video Survelliance System:

Cost Category Description Type of Cost

Initial Hardware Costs  Investment in cameras, servers, storage, and other Initial/Upfront
necessary hardware components.

Software Licenses Licenses required for video analytics, data processing, and Initial/Upfront
management software.

Installation Costs Labor and expertise for installation, including cabling and Initial/Upfront

configurations.



Integration Expenses

Maintenance and
Upkeep

Operational Costs

Training Costs

Scalability Costs

Compliance and
Certification

Return on Investment
(ROI)

Contingency Budget

Costs for integrating the system with existing security,
access control, or building systems.

Annual maintenance contracts, software updates, and
hardware replacements.

Electricity, dedicated personnel, and other operational

expenses.

Resources needed for training staff, security personnel, and

administrators.
Costs associated with system expansion as the campus

grows or needs change.

Expenses for meeting local and federal regulations for data

storage and surveillance.

Savings from increased security and operational efficiency

that offset initial costs.

Budget set aside for unexpected costs or changes in project

scope.

14.Network Points/Wifi Coverage

Initial/Upfront

Recurring

Recurring

Initial/One-time

Variable/As-
Needed
Variable/As-
Needed
Long-term
Savings
Variable/As-
Needed

When rolling out an Intelligent Video Surveillance System in a university setting, ensuring seamless

network connectivity is ¢

rucial for optimal performance.

Below are some of the key considerations for network connectivity coverage:

Consideration
Bandwidth

Requirements

Wired vs Wireless
Networks

Network

Redundancy

Description

Evaluate the required bandwidth for transmitting high-definition

video feeds and analytics data. Ensure bandwidth can handle
peak loads.

Consider the trade-offs between wired and wireless networks.
Wired networks offer greater reliability, whereas wireless
networks provide installation flexibility.

Implement redundant network pathways to ensure

uninterrupted service in case of network failure.

Importance Level
High

Medium

High



Network Security

Remote Access

Coverage Areas

Scalability

Quality of Service

(QoS)

Network

Monitoring

Edge Computing

Compliance

Standards

Cost Constraints

Use encryption, firewalls, and other security measures to
protect data transmission across the network.

Consider secure remote access needs for administrators and
security personnel.

Ensure the network extends to all areas where cameras will be
placed, including isolated, indoor, and outdoor locations.

Plan for future network expansion in terms of additional
cameras and increased data throughput.

Implement QoS configurations to prioritize video surveillance
traffic, ensuring low latency and packet loss.

Utilize network monitoring tools to keep an eye on network
health, speed, and any issues that might affect video
transmission.

If applicable, use cameras with edge computing capabilities to
process data at the source, reducing the data load on the
central network.

Make sure the network adheres to local, federal, and possibly
industry-specific standards for data transmission and storage.
Balance functionality and cost-effectiveness when making
network considerations.

Critical

Medium

High

Medium

Medium

Medium

Low

Critical

Medium to High

By carefully considering these aspects, you can create a network infrastructure that supports your video

surveillance system effectively while also allowing for future growth and changes.

15. Infrastructure Requirements

Video surveillance system stores a large number of videos from cameras every month to ensure

adequate data is available for review, analysis, and reporting as required. It is important to keep the

videos safe and sufficient storage space. There should be at least 40 TB storage space for 32 channels

of cameras with 4 MP every month.

In a Cloud-First approach for implementing an Intelligent Video Surveillance System, various

infrastructure servers and data requirements come into play.

Cloud Video Management System (VMS) Server

Feature Description Considerations

Purpose To store, manage, and distribute

video feeds



Key Features

Scalability

Storage

Security

Real-time analytics, feed

aggregation, video retrieval

Cloud Analytics Server

Feature
Purpose

Key Features

Processing
Latency

Data Handling

Description
To process and analyze video feeds
Object recognition, behavior

analysis

Cloud Access Control and Integration Server

Feature

Purpose

Key Features

Compatibility

Integration

Data Security

Description

To integrate with other security and
systems

API endpoints, data

synchronization, access control

General Considerations

Consideration

Compliance

Redundancy

Description

Ensure the system can handle increasing
camera feeds

Adequate and scalable storage capacity
Robust security measures like encryption and

firewalls

Considerations

Capable of handling real-time analytics
Low-latency processing for immediate action
Efficient management and processing of large

datasets

Considerations

Must be compatible with existing systems
Seamless integration via APIs or middleware
Strong encryption and secure data

transmission

Comply with laws and regulations like GDPR

High availability and fault tolerance at server and storage levels



Cost Include service subscription and data transfer fees
Connectivity Robust and reliable network connectivity

Scalability Resources should be scalable dynamically based on demand

Each table outlines the specific server type, its role in the cloud-first Intelligent Video Surveillance

System, and the considerations to take into account for effective planning and implementation.
General Considerations

e Compliance: Ensure that the servers and the data they process comply with relevant laws and
regulations, such as GDPR for privacy or specific country-based regulations.

¢ Redundancy: Design for high availability and fault tolerance. Employ redundancy at both the
server and data storage levels.

e Cost: Factor in the cost not just of the service subscription but also data transfer fees, especially
if the cloud provider charges for ingress/egress of data.

o Network Connectivity: Ensure robust and reliable network connectivity for seamless data
transfer and real-time analytics.

e Scalability: Opt for services that allow you to scale resources dynamically based on demand.

16.Implementation Considerations

Strategic Implementation Considerations

This approach takes into account the existing Bosch Video Surveillance Solution and aims to build upon it

for an integrated, smart campus experience.

Strategic Considerations

o Gap Analysis: Evaluate the existing systems to identify the compatibility with the Bosch Video
Surveillance system.

o Consult Stakeholders: Engage key stakeholders such as IT staff, campus security, and
administrative heads for inputs on the integration roadmap.

e Vendor Collaboration: Partner with Bosch and other vendors to ensure that the hardware and
software are compatible for seamless integration[3].

o Pilot Testing: Execute a small-scale pilot test to check the efficacy of the integrated system.



Scalability & Future-proofing: Ensure that the architecture is scalable and capable of
accommodating future technologies.
Compliance & Security: Check for compliance with security norms to safeguard data and privacy.

Budget & Funding: Establish a budget, possibly exploring grants or other funding opportunities.

Implementation Considerations

Needs Assessment: Understand what integrations are essential and prioritize them.

Consult with Stakeholders: Include security personnel, IT staff, and administrative decision-makers
in the planning phase.

Choose an Integrated Architecture: Opt for a system architecture that can integrate with existing
Bosch Video Surveillance and other systems.

Pilot Testing: Before full-scale deployment, conduct a pilot phase to identify any issues.

Regulatory Compliance: Ensure that the integrated system complies with data protection and
privacy laws.

Training: Provide comprehensive training for end-users and administrators.

Ongoing Monitoring and Updates: Once deployed, the system should be regularly updated and

monitored for performance and security.

17.Recommendations

For the university to fully leverage the benefits of an Intelligent Video Surveillance System, a

comprehensive strategy encompassing hardware, software, cloud infrastructure, integration, and cost

considerations is vital.

Alignment with the other related initiatives, capabilities and solutions shall be required for an integrated

approach.

The subsequent recommendations below aim to guide the successful implementation, ensuring robust

security, scalability, and optimal functionality.

Hardware and Infrastructure

Upgrade to High-Definition Cameras: Ensure all surveillance cameras have HD or 4K resolution

capabilities to obtain high-quality video feeds.

Network Infrastructure: Opt for a high-speed, reliable network infrastructure that can handle the

large amount of data generated by the video surveillance system.



e Storage: Ensure adequate, scalable storage solutions, both on-site for immediate retrieval and cloud-

based for long-term storage.

Software and Analytics

e Cloud-First Approach: Choose a Video Management System (VMS) that is cloud-based to enable

easy scaling and remote management.

¢ Real-time Analytics: Implement real-time analytics for object recognition, behavioral analysis, and

incident alerts.

e User-Friendly Interface: The VMS should have an intuitive, user-friendly interface for easy operation

and monitoring.

Integration with Existing Systems

e Unified Security Platform: Integrate the surveillance system with other security systems like access

control, fire alarms, and emergency services for a unified security ecosystem.

e Open Standards and APIs: The chosen system should support open standards and provide APIs for
seamless integration with other university systems such as attendance tracking and facility

management.

Cost Considerations

¢ Budgeting and ROI: Conduct a cost-benefit analysis to determine the initial investment and expected

returns on investment.

e Total Cost of Ownership (TCO): Include not just the cost of hardware and software, but also

maintenance, upgrades, and data storage costs.

Network Connectivity

¢ High Availability: Ensure that there are redundancies in the network connections for uninterrupted

service.

e Secure Data Transmission: All data transmitted should be encrypted to ensure data security.



Regulatory Compliance and Security
e Compliance: Ensure the chosen solutions comply with all applicable legal and privacy requirements.

o Data Encryption: Opt for strong encryption standards for stored and in-transit data.

Scalability and Future Growth
e Scalability: The chosen solutions should be scalable to accommodate future campus expansion.

o Software Updates: Ensure that the software is regularly updated for performance optimization and to

counter emerging security threats.



Access Control

1. Background

Among the many critical components required for the smooth functioning of such an environment is an
effective Access Control System (ACS).

Access control systems are essential for safeguarding physical and digital assets, protecting intellectual
property, ensuring data privacy, and providing a secure yet flexible environment for both students and
staff. In the case of multi-campus universities, the need for a comprehensive and integrated access
control solution is even more compelling, considering the challenges associated with managing multiple

sites, diverse user groups, and varied access requirements.

Access control systems in a multi-campus smart university setting are not merely a security measure but
an enabler for a seamless, efficient, and flexible operational workflow. The system needs to be resilient,
scalable, and capable of adapting to the continuously evolving needs of the academic community. By
investing in a comprehensive and integrated solution, universities can not only protect their assets but

also enrich the educational experience for students and staff alike.

Contextual Challenges

e Geographic Dispersion: Multiple campuses may be spread across different cities or even countries,
requiring a centralized system capable of remote monitoring and control.

o User Diversity: The user base in a multi-campus university is likely to be incredibly diverse, including
students, faculty, administrative staff, service providers, and visitors.

e Resource Variety: From classrooms, laboratories, and administrative offices to digital assets like
servers, databases, and intranet systems, the types of resources requiring controlled access are
numerous.

e Compliance and Legal Requirements: Universities often must adhere to numerous regulations
concerning data protection, privacy, and cybersecurity.

¢ Interoperability: The access control system needs to be compatible with other systems in place,
such as surveillance, fire safety, and building management systems.

e Scalability: As the institution grows, the access control system should be able to easily adapt to

increased user numbers and new campus locations.



2. Scope
The scope of the project for implementing an access control system at UNISA should include the follwing

components:

e Access Control
o Personnel Passage
o Vehicle Passage
o Parking equipment management function
o Vehicle recognition
o Parking query
o Remote gate opening
o Vehicle Passing Policy
e Visitor Management
o Front desk registration
o Invitation mode
o Self-service registration
¢ Integration with Fire Protection, Alarms and CCTV
o Integration with CCTV
o Integration with the fire protection system
o Integration with the panic alarm
o Integration with the perimeter detection
o Biometrics solutions for areas where more stringent access is required.
e Virtual Student Cards
¢ Managing Access
o Occupancy statistics, max occupancy/people counting
o Grant and revoke access authorisation
o Complex rules management end enforcement
o Mobile/remote application management and monitoring through various platforms
= Electronic occurrence book
* Incident management

= Maintenance and fault recording

3. Business Requirements

The following requirements were defined in the BURS.

¢ Access control management solution
Access Portal provides class-leading features and functionality, along with a variety of deep



integrations to third party products and is wrapped up with a simple-to-use web-based

interface.

SEOS Card Encryption
With the Access Control functionality, the newest SEOS card encryption standard must be

applied. This will also enable the use of smart phones as access card.

Person facial recognition Based Access
Authorized individuals are granted access in seconds at campus entrances and exits,
generating an alarm when any unauthorized entry is detected, effectively preventing security

breaches.

License plate recognition (LPR)

System should be in place at the main vehicle entrances and exits. HD IP cameras will record
movement on the campus. The system will perform an analysis of the recordings and images
as required. The system can recognize unauthorized vehicles, as well as to conduct analyses
on suspicious vehicles, items, and people. Alerts are sent out to prevent potentially
dangerous situations. All by the built-in analytics of the CCTV system.

Integrated Fever Screening and Mask Detection

This has almost become the norm in features included in the latest PSIM and VMS systems.

The high return rate of stolen goods

Access records and smart facial imaging recognition are integrated into a CCTV database
and linked to the access management system. The system can then track specific time,
location, and whereabouts on campus. Footage helps the security team identify and retrieve

lost items.

Visitor Enrolment

Portable Visitor Enrolment Devices Real-Time Enrolment and control of Visitors is a
challenge for the university.

Pre-Booking of Visitors - Visitors System must have the functionality of pre-booking visitors,

with OTP's sent to their mobile numbers.

Smart parking solution CCTV
With booms placed at each parking entrance linked to an analytic counting feature on the

CCTV systems, also linked to access control as well, cars in & out will control the parking



area hence the boom automatically allowing vehicles to enter parking areas if parking is

available.

o Web-based & mobile based applications
To allow students to download an application and without any waiting in queues to collect or
wait for a student card this can be done online by the already registered student. Possibly

also allowing virtual student cards.

e Physical Security Information Management (PSIM)
PSIM systems integrate fire safety, access control, intrusion detection and video surveillance
allowing for information exchange between systems and display and management in a

control room environment.

4. Benefits

The integration of smart access control systems will offer UNISA several benefits that span operational

efficiency, enhanced security, cost-effectiveness, and user experience. Below is a detailed look at these

advantages:

Operational Efficiency

1.

2.

Centralized Management: Integrated systems provide a unified dashboard from which to
manage all access points across multiple campuses. This centralization simplifies administrative
tasks and streamlines operations.

Automated Processes: Features like automatic door locking/unlocking schedules, immediate
deactivation of lost cards, and auto-generated security reports reduce manual labor and
administrative overhead.

Real-Time Monitoring and Analytics: Integrated systems offer real-time monitoring capabilities,
providing an immediate view into who is accessing which resources and when, thereby aiding in

swift decision-making.

Enhanced Security

4.

Multi-Factor Authentication: Smart systems can incorporate multi-factor authentication
methods, like a card plus biometric verification, thereby increasing security levels.
Context-Aware Security: By integrating with other systems like video surveillance and weather
monitoring, smart access control can adapt its security measures based on the context. For

instance, increasing security during nighttime or inclement weather.



6. Emergency Response: Integrated systems can quickly lock down areas or entire campuses in
emergency situations and can also integrate seamlessly with fire alarm and emergency

evacuation systems.
User Experience

7. Personalization: Smart access control systems can be programmed to offer personalized
experiences, such as adjusting room lighting and temperature when a recognized user enters.

8. Ease of Use: Features like mobile-app based access, or facial recognition make it easier for
authorized individuals to gain access, thereby improving user satisfaction.

9. Visitor Management: Smart systems can easily adapt to different types of users including

students, faculty, staff, and visitors, offering varying levels of access as appropriate.
Cost Effectiveness

10. Reduced Operational Costs: Automation and centralized management reduce the need for
manual monitoring and intervention, thereby reducing operational costs.

11. Scalability: Integrated systems are usually modular, meaning you can add more functionalities
without a complete overhaul, providing a cost-effective pathway for future upgrades.

12. Energy Savings: Smart access systems can be integrated with other building management

systems to control lighting, heating, and cooling in unoccupied spaces, thereby saving energy.
Compliance and Reporting

13. Audit Trails: Integrated systems maintain comprehensive logs, which are invaluable for
compliance with regulatory requirements and for auditing purposes.
14. Data-Driven Decisions: The analytics derived from integrated systems can be used to make

data-driven decisions related to campus security, resource allocation, and operational planning.
Technological Leverage

15. loT Integration: Integrated smart access control systems can easily become a part of the
broader Internet of Things (IoT) ecosystem, paving the way for more intelligent and
interconnected campus operations.

16. Future-Proof: Such systems are often designed with future technologies in mind, making it

easier to adopt new features and technologies as they become available.

5. User Journey, Use Cases and Scenarios



User Journeys

The following user journeys depict the how students, staff and guests access and navigate the campus

through the access control solution.

* Learner Journey: Prospective student visits Campus for registration
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Learning Management Platform (CLOUD)
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The scenario above shows how staff and students can access through vehicle and pedestrian access

channels, navigate to their destined the campus to their destined buildings, and attend meetings or class

while being monitored and getting the necessary access. Where unauthorised access detected, the

relevant alarms and response is triggered and effected.
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Guest Access
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Back-end Verification Scenario
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Verification & Authorization

Below are some use cases and scenarios for various types of access control categories.

Identification and Authentication

Use Case Scenario Involved Components
Secure Lab A research student uses facial recognition Biometric Systems
Access to access a high-security lab.
Classroom Entry | Students use RFID cards to enter lecture Smart Cards
halls.
Remote Learning | Students log in to a secure portal using Mobile-Based Access, Multi-

Access Multi-Factor Authentication. Factor Authentication



Access Control Policies

Use Case Scenario Involved Components ‘

Faculty Professors have role-based access to Role-Based Access Control

Resource confidential exam papers and research (RBAC)

Access documents.

Visitor Access Visitors are given temporary access with Attribute-Based Access Control
limited permissions based on time and (ABAC), Time-based Restrictions
location.

Physical and Logical Control Layers

Use Case Scenario Involved Components

Building Security = Turnstiles at the main building entrance are Physical Access Control

unlocked using smart cards.

Secure Data IT staff must pass through multiple secure Physical Access Control,
Access checkpoints to access server rooms. Logical Access Control
Operational Administrative staff have specific permissions = Operational Access Control
Permissions to access student records.

Monitoring and Reporting

Use Case Scenario Involved
Components

Intrusion Unauthorized access is immediately flagged and security Real-time

Detection is alerted. Monitoring

Compliance Regularly generated reports are used to ensure Auditing and

Auditing compliance with data protection regulations. Reporting

System Architecture and Infrastructure

Use Case Scenario Involved Components
Multi-Campus Access control settings are changed for one Centralized Management
Management campus and automatically updated across all

campuses.




System Failover In the event of a system failure at one campus, Redundancy and Failover

backup systems take over to maintain security

measures.
Remote Campus security remotely monitors real-time Cloud-Based Solutions,
Monitoring access across multiple campuses from a central Real-time Monitoring
location.

These use cases and scenarios aim to cover a broad range of activities and requirements in a Smart
Campus university.
They exemplify the need for a versatile, robust, and integrated access control solution that can adapt to a

complex and dynamic academic environment.

6. Solution Overview

Access control systems in a multi-campus smart university setting are not merely a security measure but
an enabler for a seamless, efficient, and flexible operational workflow. The system needs to be resilient,
scalable, and capable of adapting to the continuously evolving needs of the academic community. By
investing in a comprehensive and integrated solution, universities can not only protect their assets but

also enrich the educational experience for students and staff alike.

A comprehensive Smart Access Management solution for a multi-campus smart university comprises a

complex interplay of hardware, software, and communication technologies.

The integration of these components must be meticulously planned and executed to create a system that

is secure, efficient, and adaptable to the evolving needs of the academic community.

By focusing on each of these elements and their interdependencies, UNISA can build a robust, scalable,

and user-friendly access control system.
Overview of Access Control Solutions

1. ldentification Mechanisms:
e Biometric Systems: Includes fingerprint, facial recognition, and iris scans for high-
security areas.
e Smart Cards: RFID or magnetic stripe cards for general campus access.
e Mobile-Based Access: Use of mobile applications to grant or restrict access.
2. Authentication and Authorization:

o Multi-Factor Authentication (MFA): Requires more than one method of authentication.



e Role-Based Access Control (RBAC): Access permissions are based on roles within the
university.
e Attribute-Based Access Control (ABAC): Considers additional contextual information,
like time and location.
3. Control Layers:
o Physical Access Control: Securing physical buildings, rooms, and other spaces.
e Logical Access Control: Securing digital resources such as databases, servers, and
documents.
e Operational Access Control: Administering permissions for specific operations like
printing, uploading files, or accessing certain services.
4. Monitoring and Reporting:
¢ Real-time monitoring of access events.
e Regular auditing and generation of access reports for compliance purposes.
5. System Architecture:
o Centralized Management: A single control point for managing access across multiple
campuses.
e Redundancy and Failover: Backup systems to ensure continuous operation.

e Cloud-Based Solutions: Facilitate remote access control and simplify scalability issues.

Solution Components

The smart access management solutions can be divided into various categories based on their

functionality and scope. Below are tables delineating these components within their respective categories.

Identification and Authentication

Component iptio Recommended

Technologies

Biometric Systems  Used for high-security areas. Provides a high Fingerprint, Facial

level of identification accuracy. Recognition, Iris Scan
Smart Cards RFID or magnetic stripe cards for general RFID, NFC

access and identification.
Mobile-Based Utilizes mobile applications to grant or restrict Bluetooth, QR Codes
Access access.
Multi-Factor Requires multiple methods for verification, OTP, Biometrics, Smart

Authentication enhancing security. Cards



Access Control Policies

Component Description Implementation
Methods

Role-Based Access  Assigns permissions based on roles within the LDAP, Active Directory

Control (RBAC) university.

Attribute-Based Takes contextual information into account for XACML

Access Control access decisions.

(ABAC)

Time-based Limitations based on specific times for access. Scheduling Algorithms

Restrictions

Physical and Logical Control Layers

Component Description Technologies and

Solutions

Physical Access Controls entry and exit for physical spaces like  Turnstiles, Door Locks
Control buildings and labs.

Logical Access Protects digital resources like servers, Firewalls, VPNs

Control databases, and files.

Operational Access Administers permissions for operations like Managed Print Services,
Control printing or file uploads. File Permission Systems

Monitoring and Reporting

Component Description Tools and Technologies ‘
Real-time Monitoring @ Provides a live feed of access events. CCTV, Access Logs

Auditing and Regular checks and report generation for | SIEM Systems, Audit Tools
Reporting compliance and review.

System Architecture and Infrastructure

Component Description Implementation Options



Centralized Single control point for managing access Centralized Server, Cloud-Based

Management across campuses. Management

Redundancy Ensures continuous operation in case of Backup Servers, Redundant Power
and Failover system failures. Supply

Cloud-Based Facilitates remote control and simplifies AWS, Azure, Google Cloud
Solutions scalability.

Each of these components should be designed and implemented with considerations for security,

scalability, and efficiency, especially in the complex environment of a multi-campus smart university.

The diagram below depicts the layered components of the solution.
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7. Integration

The importance of integration and collaboration between components in a multi-campus Smart Campus
university cannot be overstated. In today's interconnected world, isolated systems can limit an
organization's capability to respond to real-time events, make data-driven decisions, and manage
complex operational tasks. This holds particularly true for access control systems in a higher education
environment where multiple stakeholders, from students to faculty and administrative staff, interact with a

myriad of systems on a daily basis.

Importance of Integration and Collaboration



1. Enhanced Security: Integration allows for a holistic view of the security landscape. For example,
integrating CCTV with an access control system can help verify unauthorized access events more
efficiently.

2. Operational Efficiency: Integrated systems mean less redundancy in both hardware and data,
reducing operational costs and streamlining administrative workflows. For example, role-based
access can be directly derived from human resources data.

3. User Experience: A seamlessly integrated system significantly improves the user experience.
Students or staff using a single authentication method across various systems find it less
cumbersome and more efficient.

4. Data Analytics: Integrated systems offer the potential for advanced analytics. Patterns and
anomalies can be more easily detected when all data points are in a single system, allowing for
preemptive action.

5. Regulatory Compliance: An integrated system can be designed to meet specific compliance
standards such as GDPR or HIPAA, reducing the risk of legal repercussions.

6. Scalability: Future expansion and upgradation are far easier in an integrated system. Adding
new components or systems becomes less complicated if they can easily plug into the existing

architecture.
Role of Physical Security Information Management (PSIM)

PSIM (Physical Security Information Management) systems play a crucial role in achieving the objectives
of integration and collaboration. Essentially, PSIM is a comprehensive software solution that integrates

multiple unconnected security applications and devices, controlling them through a unified interface.

A PSIM system acts as the glue that holds all these disparate systems together, ensuring they function as
a cohesive unit rather than isolated silos. Given the complexity and scale of operations in a multi-campus
Smart Campus university, embracing integration and implementing a robust PSIM system becomes not

just advisable but imperative.

The PSIM adds value in the following ways:

o Situational Awareness: By integrating disparate security systems, PSIM provides a comprehensive
situational awareness layout for real-time monitoring and quick decision-making.

o Event Correlation: PSIM can correlate events from multiple systems to identify real threats as
opposed to false alarms. For example, an unauthorized entry alert could be corroborated with video
footage before taking action.

o Automated Workflows: One of the standout features of PSIM is the ability to automate responses
based on pre-configured rules. For example, a fire alarm could automatically trigger building

lockdown and activate the emergency notification system.



e Post-Event Analysis: A PSIM system records all the information, making it easier for post-event

investigation, compliance reporting, and system optimization.

e Scalability: PSIM solutions are generally designed to be scalable, allowing new systems and

technologies to be integrated as the campus grows or as new technologies emerge.

e Vendor Neutrality: Being generally vendor-neutral, PSIM systems can integrate hardware and

software from different manufacturers, providing flexibility and reducing dependency on a single

vendor.

The integrated and collaborative approach in access control systems significantly boosts security,

efficiency, and usability.

Integration Considerations for Access Control in a Smart Campus University

Integration with existing systems and future scalability is of paramount importance.

This goes beyond merely installing new hardware and software; it involves careful planning to ensure a

seamless interaction between various technological components and operational protocols.

These aspects should be carefully evaluated to ensure a smooth, secure, and functional implementation.

Below are tables outlining these considerations within their respective categories.

Identification and Authentication

Consideration
User Data
Synchronization
Mobile App
Compatibility

Access Control Policies

Consideration

Policy Consistency

Granular Control

Interdepartmental

Coordination

Description

Ensuring seamless sync of user data across
multiple identification mechanisms.
Ensuring mobile-based authentication is

compatible with various operating systems.

Description

Ensuring that policies are uniformly applied
across all campuses and departments.
Ability to specify highly detailed access
permissions based on roles or attributes.
Departments like IT, Security, and
Administration must collaborate for effective
policy implementation.

Suggested Approaches

Use of a centralized database or
identity management system
Cross-platform mobile app

development

Suggested Approaches
Centralized policy management
and governance

Implement Attribute-Based
Access Control (ABAC)
Establish a cross-functional
committee for access control

policy management



Physical and Logical Control Layers

Consideration
Hardware-Software
Compatibility
Scalability

Infrastructure

Readiness

Description

Ensuring physical control mechanisms are
compatible with software control layers.
Ensuring the system can grow with the
university’s expansion.

Ensuring the current infrastructure can support

new access control systems.

Monitoring and Reporting

Consideration
Real-time Data
Analysis

Audit Trail

Alerting

Mechanisms

Suggested Approaches
Vendor consultation and pilot
testing

Modular design, cloud-based
solutions

Infrastructure assessment and

possible upgrade

Description Suggested Approaches

Capability to analyze real-time data for quick  Integration with Business Intelligence
decision-making. (BI) tools

Maintaining a secure and comprehensive Logging and database management

history of access events for compliance.

Integration with existing alert systems for Use of Security Information and Event

immediate action on security incidents. Management (SIEM) systems

System Architecture and Infrastructure

Consideration
Centralized vs
Decentralized
Backup and
Recovery

API Compatibility

Description

Deciding on a centralized or decentralized
architecture based on specific needs.
Ensuring backup and recovery processes are
in place and well-integrated.

Ensuring the system can integrate with other

software solutions through APlIs.

Integration with other systems

Suggested Approaches
Cost-benefit analysis,
consultation with stakeholders
Disaster recovery planning,
regular testing

API evaluation, custom

development if necessary

The success of an access control system in a Smart Campus university is largely dependent on how well

it integrates with other existing or planned campus systems. Effective integration facilitates seamless

operations, enhanced security, and a unified user experience.



Internet of Data Analytics
Things (leT) and Big Data
Integration Integration
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Below are some of the key campus systems for integration, categorized by their primary function.

Security and Surveillance

Campus System

CCTV Surveillance
System

Intrusion Detection
System

Emergency Notification

System

Academic Systems

Campus System
Learning Management
System (LMS)

Library Management
System

Attendance System

Administrative Systems

Campus System

Human Resources
System

Financial Systems

Asset Management
System

Facilities and Utilities

Role in Integration

Real-time video monitoring can be paired with access events for enhanced
security.

Alerts from this system can trigger lockdowns or restricted access in specific
areas.

In case of emergencies, this system can override normal access permissions

to facilitate evacuations.

Role in Integration

Students may require authenticated access via the access control system to
use campus computers or associated resources for LMS.

Physical access to the library or even digital access to resources can be
controlled.

Integration can automate attendance based on entry and exit to classrooms.

Role in Integration

Employee data in HR systems can be synchronized for role-based access
control.

Restricted areas like financial departments can be secured based on job roles
from this system.

Knowing who has access to what can be crucial for asset tracking and

management.



Campus System
Building Management
System

Parking Management
System

Energy Management
System

Network and IT Systems

Campus System
Network Management
System

Server Management
System

Firewall and VPN

Systems

Role in Integration

Access control can integrate to turn off lights or HVAC when the last person
leaves a room.

Integration can allow streamlined access to parking facilities based on role or
time.

Access patterns can be analyzed to optimize energy usage in various
buildings.

Role in Integration

Ensures that only authorized users have access to the campus network.

Restricts access to server rooms and sensitive IT areas to authorized
personnel only.
May require integration for remote access and ensuring secure connections

for authorized users.

8. Implication on Current Environment

The university currently uses the Impro Access Control system for access control.

The system shall require extensive integration with other solutions as stated in the Integration section.The

solution is the current strategic solution for access control.

The current implementation approach is in isolation and in future requires alignment with the other

solution implementations, and PSIM integration.

The task of enhancing and integrating the existing Impro Access Control system in the university setting

is both a strategic and technical undertaking. The primary objective is to augment the current system with

desired capabilities like facial recognition and complete integration with the video surveillance system,

among others. Below is a strategy and associated considerations for achieving these goals.

Strategic approach

1. Gap Analysis: The first step is to conduct a thorough analysis of the current Impro Access

Control system to identify its limitations and assess how it aligns with the desired state.



2. Requirements Definition: Engage stakeholders from the IT, Administration, and Security
departments to define the features and capabilities that need to be added or enhanced.

3. Budget and ROI Analysis: Allocate resources and conduct a Return on Investment (ROI)
analysis to justify the upgrades.

4. Vendor Engagement: Consult with the vendor of the Impro Access Control system and any
potential third-party vendors for components like facial recognition systems or video surveillance
solutions.

5. Pilot Testing: Once the components are chosen, initiate a pilot test in a controlled environment
to validate functionality and integration.

6. Deployment: Upon successful pilot testing, proceed with full-scale deployment across the
campus.

7. Training and Documentation: Train the staff and end-users on the new features and update all
documentation.

8. Monitoring and Fine-tuning: Post-deployment, continuous monitoring is essential to ensure all
components are working seamlessly.

9. Ongoing Maintenance and Upgrades: Keep the system updated with the latest software

patches and hardware upgrades as necessary

Strategy for Assessment of the Current Solutions

Conducting an assessment of the current Impro Access Control system is a crucial exercise in
understanding its suitability to meet the growing and changing needs of a multi-campus Smart Campus

university.

Assessing the suitability of the current solution for a Smart Campus environment involves evaluating its
capability to integrate seamlessly with other campus systems, scale with growth, and adapt to emerging
technologies while ensuring security and convenience. The solution should also be assessed against the

defined business requirements and project expectations.

Below are some considerations for the assessment criteria to determine if the solution can achieve Smart

Campus capabilities for access control and security:

Functional Capabilities

Criteria Description Metrics for Evaluation
Facial Recognition  Ability to support facial recognition as - Compatibility with existing hardware

an access control method. - Accuracy rate



Biometric Support

Mobile App Access

Remote

Management

Analytics

Integration Capabilities

Criteria

Video Surveillance

Attendance

Systems

Emergency

Systems

Security Compliance

Criteria

Data Encryption

Authentication

Regulatory

Compliance

Other biometric methods supported

like fingerprint, iris scan, etc.

Capability for mobile-based access

control.

Ability to remotely manage the

access control system.

Real-time analytics and reporting.

Description

Integration with existing or new video

surveillance systems.

Integration with attendance

management systems.

Integration with emergency response

systems.

Description

Security measures for data in transit
and at rest.

Multi-layer authentication
mechanisms.

Compliance with local and

international data protection laws.

- Speed of recognition

- Types of biometrics supported
- Accuracy rate

- Hardware requirements

- OS compatibility (iOS, Android
- Features available on the app
- Security measures on the app
- Web-based or app-based

- Features available remotely

- Security measures for remote access
- Types of reports

- Real-time capabilities

- Customizability

Metrics for Evaluation

- Compatibility

- Features after integration like triggering
alerts

- Compatibility

- Data sync frequency

- Features like auto-attendance marking
- Compatibility

- Features like emergency lockdown

capabilities

Metrics for Evaluation

- Encryption standards followed

- Regularity of security audits

- Types of authentication supported
- Flexibility in adding new methods
- GDPR, CCPA, or other relevant
compliance

- Certification from regulatory bodies



User Experience

Criteria

Ease of Use

Accessibility

Scalability

Criteria

Modular Design

Load Handling

Cost Effectiveness

Criteria

Initial Setup Cost

Operational Costs

Description

User-friendliness of the system.

System accessibility features.

Description

Ability to add new components or
features with ease.

System's ability to handle increased

load.

Description
Cost of implementing additional

features.

Costs for running and maintaining the

system.

Metrics for Evaluation

- Learning curve

- User satisfaction surveys
- Voice commands

- Braille or other physical accommodations

Metrics for Evaluation

- Modularity of the architecture

- Ease of adding new modules

- Maximum number of concurrent users

- System response times under load

Metrics for Evaluation
- Hardware costs

- Software licensing fees
- Power consumption

- Maintenance staff requirements

By systematically evaluating the existing Impro Access Control system based on these factors, the

university can comprehensively determine its readiness and suitability for evolving into a smart campus

access control and security solution.

9. Cost Considerations

The costs estimates have been provided for in a separate report.

Below are some of the considerations.



Initial Costs

Criteria Description Points for Consideration
Hardware Cost of procuring necessary hardware like - Bulk purchase discounts - Vendor
Procurement sensors, biometric readers, cameras, etc. financing options
Software Licensing | Initial software license fees, including any - Per-seat licensing vs campus-wide
specialized modules. license - Module-specific costs
Installation and Costs associated with the physical setup of | - In-house vs outsourced installation
Setup the system. - Network setup costs
Training Training staff and administrators on the - Online vs in-person training -
new system. Training material costs
Project Costs associated with managing the project | - Internal project management
Management from inception to completion. resources vs external consultants
Testing and Quality | Ensuring that the system meets all - Test environment setup - Third-
Assurance performance and security benchmarks. party audit costs

Operational Costs

Criteria Description Points for Consideration

Maintenance Regular hardware and software - Warranty and service level agreements
maintenance. (SLASs) - Cost of spare parts and labor

Software Updates | Costs for periodic software updates - Frequency of updates - Cost of major
and patches. version upgrades

Electricity and Energy consumption by the hardware = - Energy-efficient hardware - Network load

Bandwidth and network bandwidth costs. balancing and optimization

Monitoring and Costs of ongoing security monitoring - In-house vs managed security services -

Auditing and compliance audits. Compliance certification costs

Helpdesk and Cost of providing user support. - In-house helpdesk vs outsourced services

Support - Extended support hours

Future Costs

Criteria Description Points for Consideration

Scalability Cost of scaling the system as needs - Modularity of system components -
evolve and the university expands. License scalability options

Technology Replacing obsolete hardware and - Planned obsolescence of current

Refresh upgrading software. technology - Vendor's technology roadmap



Feature Cost of adding new features like mobile
Addition access, advanced analytics, etc.
Contingency Funds set aside for unexpected

Funds requirements or failures.

10.Network Coverage and Connectivity

- One-time cost vs subscription models -
Compeatibility with existing setup
- Percentage of total budget - Emergency

fund replenishment strategy

Network coverage and connectivity are critical aspects to consider when implementing an integrated

smart access control system, especially in a multi-campus university setting. Below are various categories

with detailed considerations:

Coverage and Range

Criteria Description Points for Consideration
Geographic Extent of the area that the network must cover, including = - Campus size and layout
Spread multiple campuses, buildings, and floors. - Outdoor vs indoor
coverage
Signal Ability of the network signal to penetrate walls, floors, - Building materials used
Penetration and other structures. - Frequency and power of
wireless signals
High-Density Special considerations for areas where high numbers of = - Stadiums, auditoriums, and
Areas users congregate. cafeterias
- Bandwidth and load
balancing

Redundancy and Reliability

Criteria Description Points for Consideration
Failover Systems in place to switch to backup resources in = - Dual WAN connections
Mechanisms case of a failure. - Backup power solutions

Network Topology  Design of the network to minimize single points of = - Mesh vs star topology

failure. - Use of redundant paths
Quality of Service Network settings to prioritize access control data - Traffic shaping and
(QoS) over other types of traffic. prioritization settings

- Monitoring for consistent QoS



Security

Criteria

Encryption

Intrusion

Detection

Access Policies

Scalability

Criteria
Modular
Design
Bandwidth

Compatibility

Description

Mechanisms to secure data both in transit and at

Points for Consideration

rest. - VPN tunnels

- SSL/TLS encryption
Systems to identify unauthorized network access or - Intrusion Detection Systems
anomalies. (IDS

- Regular network scans
Restrictive policies to ensure only authorized devices = - MAC address filtering

can connect.

Description

Network design that allows for easy expansion and
upgrades.

Network's capability to handle increased data traffic
as the system scales.

How well the network integrates with future

technologies.

Operational Management

Criteria

Monitoring

Tools

Maintenance

Description

Tools and software for monitoring network
health.

Routine checks and updates to maintain optimal

performance.

- 802.1X authentication

Points for Consideration

- Scalable switches and routers
- Expandable wireless solutions
- Future-proof cabling solutions
- High-capacity routers

- Support for IPv6

- Software-defined networking

capabilities

Points for Consideration

- Network Management System
(NMS) options

- Real-time alert settings

- Patch management strategy

- Hardware maintenance schedules

Each of these considerations is crucial for ensuring that the network can effectively support the integrated

smart access control system, maintaining high levels of security, reliability, and operational efficiency.

11.Infrastructure Requirements



Infrastructure and server considerations play a pivotal role in the implementation and ongoing

management of an integrated smart access control system in a multi-campus university.

Below are various facets of these considerations:

Server Architecture

Criteria

Server Type

Scalability

High
Availability

Description

Physical vs virtual servers based on operational

requirements.

Ability to accommodate increased load and
system expansions.
Server configurations to ensure minimal

downtime.

Security and Compliance

Criteria

Data
Encryption
Firewall & IDS

Compliance

Storage Solutions

Criteria

Storage Type

Backup &
Recovery

Data Retention

Description

Protection of data at rest and in transit.

Firewalls and Intrusion Detection Systems to
prevent unauthorized access.
Ensuring the system meets industry and legal

requirements.

Description

Type of storage solution to be used (SAN,
NAS, DAS).

Mechanisms for data backup and disaster
recovery.

Policies for data archival and retention.

Network Connectivity

Points for Consideration

- Collocated, cloud-based, or on-
premises servers

- Virtualization technology used
- Modular server architecture

- Vertical vs horizontal scaling

- Clustering

- Load balancing

Points for Consideration

- Encryption algorithms and protocols
- Hardware-based encryption options
- Stateful vs stateless firewalls

- Signature vs anomaly-based IDS

- PCI DSS for financial transactions

- GDPR for data protection

Points for Consideration

- IOPS requirements

- Data redundancy options

- Incremental vs full backups
- Off-site backup solutions

- Duration for log retention

- Secure deletion policies



Criteria Description

Points for Consideration

Bandwidth Amount of data that can be transferred between - Peak vs average bandwidth

the server and clients.

requirements

- Scalable bandwidth options

Latency Amount of time it takes for a data packet to get - Geographical considerations

from one point to another.

- Network optimization techniques

Redundancy Multiple network paths to ensure continuous - Dual-homing

connectivity.

Operational Management

- MPLS network configurations

Criteria Description Points for Consideration
Monitoring Tools for overseeing server performance and - Application Performance
security. Management (APM) tools
-Security Information and Event
Management (SIEM) solutions
Maintenance Regular server upkeep to ensure optimal - Patch management
performance. - Hardware replacement cycles

12.Implementation Considerations

Implementing a smart access control system in a multi-campus university setting is a complex task that

requires thoughtful planning and execution. The integration of advanced technologies and interoperability

between various components is crucial for the success of such a system. Below are some best practices

and recommendations categorized into different aspects for enhancing or implementing smart access

control to meet smart campus requirements:

Planning and Strategy

Best Practice Recommendation
Needs Conduct a comprehensive
Assessment analysis of existing systems

and future requirements.
Stakeholder Involve IT staff,
Involvement administrators, security

personnel, and end-users in

the planning process.

Rationale
To identify gaps and ensure that the new

system aligns with organizational goals.

To ensure the system meets the needs

and expectations of all stakeholders.



Technology Selection

Best Practice Recommendation

Interoperability Choose technologies that can
work seamlessly with existing
systems and future upgrades.

Scalability Opt for modular and scalable

solutions.

Security and Compliance

Best Practice Recommendation

Data Encryption  Use strong encryption
algorithms for data at rest and
in transit.

Regular Audits Conduct periodic security

audits and compliance checks.

Implementation and Deployment

Best Practice Recommendation

Phased Rollout Implement the system in
phases, starting with non-
critical areas.

Training Train all relevant personnel on
how to use and manage the

new system.

Maintenance and Support

Best Practice Recommendation
Software Keep all system software up-
Updates to-date with the latest patches

and upgrades.

Rationale
To maximize ROI and ease future

expansions.

To ensure the system can adapt to future

growth and technological advancements.

Rationale
To safeguard sensitive data and comply

with regulations.

To identify vulnerabilities and ensure
compliance with legal and industry

standards.

Rationale

To test the system in a real-world
environment and make necessary
adjustments before full deployment.

To ensure effective and secure usage of

the system.

Rationale
To fix bugs, improve performance, and

enhance security features.



Monitoring Employ real-time monitoring To identify and address issues
tools for system performance proactively, thus ensuring uninterrupted

and security. service.

Documentation and Record-keeping

Best Practice Recommendation Rationale
Detailed Maintain thorough To facilitate troubleshooting and future
Documentation documentation of system system enhancements.

configurations, policies, and

procedures.

Change Logs Keep records of all changes To enable easy rollback in case of errors
made to the system and to maintain a history for audits.
configurations.

Following these best practices and recommendations can greatly enhance the likelihood of implementing
a robust, secure, and effective smart access control system that meets the multi-faceted needs of a smart

campus university.

13.Recommendations

Some of the recommendations for enhancing or implementing smart access control in the university can

be summarized into the key categories below:

e Planning and Strategy:

o Conduct a needs assessment to analyze existing systems and identify future

requirements.

o Involve various stakeholders, including IT staff, administrators, and end-users, in the

planning process.
e Technology Selection:

o Ensure chosen technologies are interoperable with existing systems and capable of

future upgrades.



o Opt for modular and scalable solutions to adapt to organizational growth and new
technological advancements.

Security and Compliance:

o Ultilize strong encryption algorithms to secure data both at rest and in transit.

o Regularly conduct security audits and compliance checks to maintain system integrity.
Implementation and Deployment:

o Implement the system in phases, beginning with non-critical areas, to test and adjust

before full deployment.
o Train all relevant personnel for effective and secure usage of the system.
Maintenance and Support:
o Keep system software updated and apply regular patches.
o Employ real-time monitoring tools to keep tabs on system performance and security.
Documentation and Record-keeping:
o Maintain detailed documentation of system configurations, policies, and procedures.

o Keep change logs to record system modifications and to facilitate future audits and

rollbacks.



Fire Detection & Alarm

1. Background

A UNISA smart campus, with it's multiple campuses represents a complex, interconnected ecosystem
that brings together a diverse community of students, faculty, and staff in various buildings and outdoor
spaces. Given the concentration of people and assets, fire detection and alarm solutions are not just
regulatory requirements but essential components for ensuring safety and business continuity. In a smart
campus setting, the integration of fire detection and alarm solutions into an overarching management
system becomes even more critical, as it offers the possibility for dynamic, real-time, and interconnected

safety measures.

A state-of-the-art Fire Detection and Alarm System (FDAS) for a smart campus university is not merely a
safety requirement but a strategic enabler that impacts everything from operational excellence and

compliance to reputation management.

The integration of advanced technology into university campuses has become increasingly prevalent to
enhance the educational environment, campus security, and overall operational efficiency. One of the
essential components of a Smart Campus is the Fire Detection and Alarm System (FDAS). In the context
of a UNISA, a multi-campus university, an FDAS becomes a critical, non-negotiable element for ensuring

the safety and well-being of students, faculty, and staff.

Infrastructure Complexity

1. Multiple Buildings: Campuses usually comprise multiple buildings with different purposes—

academic, residential, administrative, recreational, etc.

2. Varying Architectural Styles: From heritage buildings to modern architectures, universities can

be an amalgamation of varying construction methods and materials.

3. Occupancy Dynamics: Different buildings have different footfall patterns and densities

depending on the time of day and the activities being conducted.

4. Multiple Campuses: In the case of multiple campuses, there could also be geographic

dispersion, making centralized monitoring a challenge.

Technological Considerations



Sensor Technology: Utilization of modern sensors capable of distinguishing between actual fires

and false alarms.
Data Integration: Real-time data analytics to process information from different sources.
Scalability: Systems need to be scalable to adapt to future expansions and upgrades.

Cybersecurity: As these are connected systems, cybersecurity measures to protect against
unauthorized access or tampering are crucial.

Regulatory Environment

1.

Local Fire Safety Codes: Each country or region will have its set of fire safety codes that must
be adhered to.

Accreditation Requirements: Universities may also have to meet certain fire safety standards

as part of their accreditation process.

Insurance: Compliance with fire safety norms can also impact the institution’s insurance

premiums and liability.

Relevance of the Platform

1.

Safety and Compliance: The FDAS helps the university meet regulatory requirements and

safety standards, thereby mitigating legal and financial risks.

Real-Time Monitoring and Quick Response: Advanced analytics and centralized monitoring

enable quick decision-making, minimizing damage and potential loss of life.

Resource Allocation: With multi-campus oversight, resources such as fire safety personnel and

equipment can be optimally allocated.

Operational Efficiency: Integrated with other Smart Campus systems, FDAS contributes to
overall operational efficiency, potentially lowering maintenance costs and manpower

requirements.

Data-Driven Insights: Accumulated data can provide valuable insights for campus planning and

risk management.

Student and Staff Peace of Mind: A robust FDAS can significantly improve the perception of

campus safety, which can be a key differentiator for prospective students and faculty.



2. Scope

The scope of services and capabilities for a Fire Detection and Alarm System in a Smart Campus
University with multiple campuses, such as UNISA, is designed to be comprehensive, spanning technical,
operational, and compliance aspects. The approach is holistic, taking into account the complexities and
unique needs of a multi-campus setting, and aimed at delivering a system that is reliable, efficient, and
integrated seamlessly into the broader Smart Campus architecture.

Technical Capabilities

1. Sensor Technology:
e Smoke Detectors
e Heat Detectors
e Gas Detectors
e Manual Pull Stations
2. Communication and Networking:
o Wired and wireless networking capabilities
e Redundant communication channels
e |IP-based communication protocols like MQTT, CoAP
3. Data Storage and Analytics:
e High-availability cloud storage
e Machine Learning algorithms for predictive analytics
e Real-time alerting and monitoring
4. User Interface and Notification Systems:
e Mobile and web applications for real-time monitoring
e Email and SMS alerting mechanisms
e Public address systems for emergency announcements
5. Integration Capabilities:
e API-driven design for easy integration with other Smart Campus systems like Building
Management System (BMS), Security and Surveillance, and Energy Management
System (EMS).
6. Cybersecurity Measures:
e End-to-end encryption
e Multi-factor authentication

e Regular vulnerability assessments and penetration testing



Operational Capabilities

1.

Remote Monitoring: Centralized control and monitoring of FDAS across multiple campuses from
a single location.

Resource Management: Advanced analytics for optimal allocation of safety resources and
personnel.

Incident Response Protocols: Pre-defined emergency response procedures that are
automatically triggered in the event of a fire.

Data-Driven Decision Making: Real-time and historical data analytics for better decision-making
in safety measures and policy implementation.

Regulatory Compliance Management: Constant updates to ensure the system remains
compliant with changing laws and regulations related to fire safety.

Technical Support and Maintenance: 24/7 technical support along with scheduled maintenance

services.

3. Business Requirements

The following requirements were discussed.

° Fire alarm detection

e Real-time alerting, including alerting external services

o Ability to detect fires early in their development

o Ability to alert operational and external services such as fire and police

e Monitoring of fire detectors and alert on non-functional devices

. Monitoring of fire detectors and alert on non-functional equipment

4. Benefits

Enhanced Safety

Provides early detection of fire, leading to quicker evacuation and potentially saving lives.

Reduces the risk of injury and fatality due to fire-related incidents.



Reduced Risk of Property Damage

¢ Minimizes the extent of damage by enabling faster response to extinguish fires, protecting

buildings and assets.
Compliance with Regulations
e Ensures adherence to fire safety regulations, avoiding fines and legal issues.
Cost Savings

e Lowers long-term costs through prevention of major fires and the associated expensive repairs

and downtime.

e May reduce insurance premiums due to improved risk management.
Operational Continuity

e Protects against the risk of extended operational downtime due to fire incidents.
Technological Advancement

e Integrates with other smart campus systems for a cohesive management platform.

e Leverages cutting-edge technology for improved reliability and performance.
Improved Emergency Response

e Automates alerts to fire departments, resulting in quicker response times.

e Enables better preparedness and planning for emergency situations.
Data-Driven Insights

o Offers valuable data for analyzing fire risk and improving prevention measures.

e Allows for post-incident analysis to enhance future safety measures.

These benefits contribute to a safer and more efficient campus environment, where the well-being of
students, faculty, and staff is prioritized, and educational and administrative functions are protected

against fire-related disruptions.

5. User Journey, Use Cases and Scenarios
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Below are various use cases and scenarios categorized by operational needs, safety enhancements, and

integration capabilities. These use cases should give you a comprehensive perspective on how a Fire

Detection and Alarm System (FDAS) can function within a Smart Campus university with multiple

campuses.

Operational Needs

Use Case Description

Centralized Real-time monitoring of all

Monitoring campuses from a single
location

Resource Dynamic allocation of safety

Allocation resources based on analytics

Regulatory Automated reports generated

Compliance for compliance requirements

Safety Enhancements

Use Case Description

Scenario

During a large event like a graduation ceremony,
administrators can monitor all campuses for any fire
hazards.

Predictive analytics identify high-risk areas during
winter; extra fire extinguishers are placed
accordingly.

Monthly fire safety reports are auto-generated and

sent to the relevant regulatory bodies.

Scenario



Real-Time
Emergency
Alerts
Predictive Fire
Risk Analysis

Evacuation

Management

Instant notification on detection of

fire hazards

Machine learning algorithms identify

areas at higher risk of fire

Automated evacuation routes
displayed on mobile devices and

public screens during an emergency

Integration Capabilities

Use Case

Integration with
BMS

Linked with

Security Systems

Energy

Management

Description

FDAS works in conjunction with
Building Management Systems for
streamlined operations

Seamless integration with CCTV and

Access Control Systems

Connection with Energy
Management Systems for better

efficiency

A sensor in a chemistry lab detects smoke and
immediately sends alerts to the local fire
department and campus administrators.
Analytics predict that a particular dormitory is
at higher risk due to past incidents; preventive
measures are taken.

In case of a fire in the main library, optimal
evacuation routes are displayed on students'
smartphones and digital signages.

Scenario

In case of fire detection, the BMS system
automatically shuts down HVAC to prevent
smoke spread.

Video footage is automatically reviewed when
an alarm is triggered to verify the incident and
unblock emergency exits.

In the event of an alarm, non-essential
electrical systems are turned off to minimize

potential fire spread and save energy.

These use cases and scenarios aim to outline the versatility, functionality, and integration capabilities of a

Fire Detection and Alarm System in a multi-campus Smart Campus university setting. The implementation

of these use cases would contribute significantly to enhancing operational efficiency, safety standards,

and overall campus management.

6. Solution Overview



The Fire Detection and Alarm Solution (FDAS) for a multi-campus Smart Campus university is designed
to be a comprehensive, integrated, and scalable system. Utilizing advanced sensor technologies,
analytics, and a centralized monitoring framework, the solution aims to provide real-time fire hazard

detection, alerting, and management across all campus locations.

Solution Architecture

The architecture is segmented into several layers to facilitate scalability, security, and efficient operation.
The layers include:

1. Sensor Layer: The ground-level layer where fire-related data is captured through various
Sensors.

2. Local Control Units: Intermediary devices that aggregate data from sensors and make
preliminary decisions on alarm triggering.

3. Campus Control Center: A centralized dashboard for real-time monitoring and analytics, serving
all campuses.

4. Cloud Infrastructure: Ensures data is securely stored and accessible for advanced analytics,
reporting, and remote monitoring.

5. User Interface Layer: Provides accessibility through various platforms for administrators, safety

personnel, and emergency services.

Sensor Layer Components

Component Description Example
Technologies

Smoke Detectors Detect the presence of smoke in the environment Optical, lonization

Heat Detectors Measure temperature changes and trigger an alarm whena | Thermocouples, RTDs

threshold is reached

Gas Detectors Detect the presence of flammable or toxic gases Electrochemical,
Catalytic

Manual Pull Enable manual triggering of the alarm system Mechanical, Electronic

Stations

Local Control Units



Component Description Example
Technologies
Microcontrollers Process sensor data and decide whether an alarm Arduino, Raspberry Pi

should be triggered

Communication Facilitate the transfer of data to the Campus Control Zigbee, Wi-Fi, Ethernet
Modules Center
Local Displays Provide real-time data and system statuses to local LCD, LED displays

administrators

Campus Control Centre

Component Description Example

Technologies

Monitoring A centralized interface for viewing real-time and Custom Web
Dashboard historical data Application

Data Analytics Processes data for predictive analytics and reporting Python, R
Engine

Alerting Mechanism  Sends out alerts to relevant personnel and systems SMS, Email, APIs

Cloud Infrastructure

Component Description Example

Technologies

Data Storage Securely stores collected data for analytics and reporting AWS S3, Azure Blob

Backup Systems Provide redundancy in case of data loss AWS Glacier, Azure
Backup

Security Ensure data integrity and privacy Firewall, Encryption

Measures



User Interface Layer

Component Description Example
Technologies

Web Interface Allows administrators to monitor the system remotely HTML, CSS,
JavaScript
Mobile Provides on-the-go access to system statuses and alerts iOS, Android
Applications
Public Displays Displays real-time statuses and emergency information in Digital Signage
public areas

The solution architecture and components aim to provide a robust and reliable FDAS for a Smart Campus
university.This solution is designed to address the unique challenges posed by a large, multi-location

educational institution while ensuring the highest levels of safety and operational efficiency.

loC
Fire detection and alarm
dashboard
Fire alarm
Application layer Alarrm data Historical
alarms
loT platform
Platf I
attorm fayer Object Run Lo Terminal Service Time series Cache Edge loT edge
model 9 MGMT database database database service gateway
Network layer Basic network WLAN, 2G/3G/4G/5G, sensor network, ...
Existing Fire fighting system Video surveillance
Terminal ' ______

The fire alert and detection system interfaces with the fire suppression system via an Internet of

Things (IoT) platform. This integration facilitates real-time tracking and alert data collection,



immediate alarm notifications, real-time alarm visualization, and the online issuance of fire alarm

tasks.

The system's features include the following:
Fire Alert and Detection Dashboard

e Visualizes fire alarm data, pinpointing the type and location of the fire on an interactive interface.

e Accumulates and examines historical alarm and detection data through the Graphical User Interface
(GUI).

e Incorporates cameras to provide live and past video feeds of the affected area as well as its vicinity,
enabling real-time surveillance.

o Allows for the activation of pre-determined emergency response plans and the dispatch of related
task orders.

e Can be integrated with an information dissemination system to relay evacuation guidelines.

e Is compatible with public address systems to broadcast evacuation directives.

e Supports external alerting to emergency services such as fire departments and law enforcement

agencies.

7. Integration

When considering the integration of a Fire Detection and Alarm System (FDAS) in a Smart Campus
university environment with multiple campuses, various aspects need to be carefully planned and
executed.

Below are integration considerations categorized into Technical Aspects, Operational Aspects, and
Compliance & Security. The importance of system interoperability, data management and user co-

ordination is also highlighted.

Technical Aspects

Consideration Description Examples

Data Format Ensuring the FDAS can understand and process data XML, JSON, CSV

Compatibility from existing systems



Network
Infrastructure
Hardware
Compatibility
Scalability

API Availability

Operational Aspects

Consideration

User Training

Dashboard
Customization

Real-time Monitoring

Incident Response
Plans
Backup and

Recovery

Compliance & Security

Consideration

Data Security

Determining whether the existing network can handle the

added load from the FDAS

Verifying that existing hardware can interface with the
new FDAS components

Ensuring the FDAS can easily accommodate future
growth without requiring a major overhaul

Checking if APIs are available for integrating FDAS with

other campus systems

Description

Planning for adequate training of personnel in using the
integrated system

Providing a customizable dashboard for various user
roles

Verifying that the system provides real-time analytics
and reporting

Incorporating standard operating procedures into the
FDAS for incident handling

Having a backup and recovery strategy for the FDAS

and its integrated components

Description
Ensuring data integrity and security during and after

integration

Bandwidth, Latency

Connectors, Protocols

Modular Design

RESTful APIs, SOAP
APls

Examples

Manuals, Workshops

Admin, Emergency
Staff

Latency, Data Refresh
Rates

Emergency Contacts,
Procedures

Data Backups,

Redundancy

Examples

Encryption, Firewalls



Regulatory
Compliance

Access Control

Audit Trails

Software Update
Policies

System Interoperability

Integration
Consideration
Protocol
Standardization
Real-time Data
Exchange

System Compatibility

Inter-system
Connectivity

Automated Controls

Data Management

Integration

Consideration

Centralized Data Hub

Data Integrity & Security

Scalable Storage

Solutions

Verifying that the integrated system meets local and
international safety regulations
Setting up proper access control measures to prevent

unauthorized access

Maintaining records of system operations for compliance
and investigations
Establishing policies for regular updates to keep the

system secure and compliant

Importance

NFPA, ISO Standards

Role-based Access,
Multi-factor
Authentication

Logging, Monitoring

Patch Management

Ensures different systems can communicate effectively, allowing for coordinated

emergency responses.

Critical for immediate action, reducing the response time during fire incidents.

Prevents technical conflicts between newer FDAS components and existing

infrastructure.

Facilitates the flow of information across various safety and management

platforms.

Enables systems to react autonomously to alarms, such as activating sprinklers

or unlocking doors.

Importance

A single source of truth is crucial for decision-making and historical data

analysis.

accurate data.

Protects sensitive information and ensures that fire alerts are based on

Allows the system to grow and adapt to increased data from additional sensors

or campuses.



Redundancy & Backups Ensures the system's reliability, particularly during critical emergency
scenarios.
Compliance & Reporting Maintains alignment with regulatory requirements and facilitates transparency

in operations.

User Coordination

Integration Importance
Consideration
Role-based Access Limits system access to authorized personnel, reducing the risk of

unauthorized interventions.

Multi-platform Ensures that stakeholders can respond to emergencies from any location.
Accessibility
Training & Simulation Prepares campus personnel for efficient use of the integrated system in an

actual emergency.
Alert & Notification Allows for quick dissemination of information to campus occupants and first
Systems responders.
Maintenance & Support Keeps the system functional and updated, ensuring readiness for any

situation.

Key Campus Systems for Integration

1. Building Management Systems (BMS): For controlling HVAC systems to prevent smoke spread
and optimize fire suppression.

2. Security and Surveillance Systems: CCTV integration for visual verification of alarms and
securing evacuation routes.

3. Access Control Systems: To ensure free egress during evacuations and to restrict access to
hazardous areas.

4. Public Address Systems: To communicate real-time information and evacuation instructions to
campus occupants.

5. Energy Management Systems: To shut down power in affected areas to prevent the spread of
fire.

6. Emergency Response Systems: For quick dispatch of on-campus and external emergency
services.

7. Information Dissemination Systems: For broadcasting alerts and updates to students and staff

via digital signage, mobile apps, and web platforms.



8. PSIM: Integration with other security components.

The integration of the FDAS with these key campus systems facilitates a coordinated, swift, and informed
response to fire emergencies, which can significantly mitigate risk to life and property. Integration not only
ensures a unified operational approach but also leverages the full capabilities of a smart campus

infrastructure, ultimately fostering a safer educational environment.

These integration considerations aim to ensure that the FDAS not only functions optimally but also aligns
well with existing infrastructure, operational procedures, and compliance requirements. Taking these
factors into account during the planning and implementation phases will contribute to a more successful
and seamless integration of the Fire Detection and Alarm System into the Smart Campus university

environment.

8. Implication on Current Environment

There is currently no integrated FDAS implementation in the organisation.

This would be a new implementation and the implementation considerations mentioned below would
need to be considered.

9. Cost Considerations

The costs estimates have been provided for in a separate report.
Below are some of the considerations.
Initial Capital Expenditure

Cost Component Description

Hardware Costs Includes sensors, alarms, cameras, networking equipment, servers (if not

fully cloud-based), and installation materials.



Software Licensing Fees

Installation and
Deployment Costs

Training Costs

Project Management

Infrastructure Upgrades

Testing and
Commissioning
Compliance and

Certification Costs

Operational Costs

Cost Component

Maintenance and Support

Network and Connectivity
Charges

Power and Utilities
Personnel

Replacement and Repair
Data Storage and
Processing Fees

System Upgrades

Insurance

Potential Long-term Savings

Upfront costs for FDAS software, including the central monitoring platform,
analytics software, and other applications.

Professional services for system installation, configuration, and integration
with existing infrastructure.

Initial training sessions for campus security personnel, facility managers, and
IT staff.

Costs associated with managing the project, including planning, procurement,
and coordination activities.

Any necessary upgrades to existing network infrastructure to support the new
system, such as additional cabling or Wi-Fi access points.

Costs to verify and validate the proper setup and functionality of the entire
system before it goes live.

Fees associated with ensuring the system meets all local and international

safety standards.

Description

Regular maintenance costs, software updates, and support fees from vendors
or third-party service providers.

Ongoing fees for internet service, cloud connectivity, and any data charges
applicable, especially for cloud-based services.

The cost of electricity to run the FDAS hardware and any associated IT

infrastructure continuously.

Salaries and benefits for full-time staff managing and operating the FDAS.
Costs for replacing faulty components and repairing parts of the system that
may malfunction.

If using cloud services, ongoing costs for data storage, processing, and
analytics capabilities provided by the cloud provider.

Periodic costs for upgrading software and hardware to meet evolving
technology standards and maintain security.

Potential increases in property insurance premiums that may arise from

installing a new FDAS.



Cost Component

Energy Efficiency Savings

Reduced Insurance
Premiums

Avoidance of Regulatory
Fines

Reduced Risk of Property
Damage

Lower Risk of Business
Interruption

Resale Value of
Infrastructure

Training and Awareness

Description

A well-integrated FDAS can lead to a more energy-efficient campus through
smart building management system integration.

Some insurers may offer lower premiums for properties with advanced fire
detection and suppression systems.

Compliance with fire safety regulations can avoid costly fines and legal fees.

Effective fire detection minimizes the potential extent and cost of fire
damage.

By mitigating fires quickly, the FDAS helps avoid prolonged campus closures
and the associated financial impact.

Investments in modern safety infrastructure can increase the long-term value
of campus properties.

Effective training can reduce the frequency and severity of incidents, thereby

reducing potential costs.

10.Network Coverage and Connectivity Considerations
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The above diagram depicts a typical network connectivity architecture for FDAS across multiple

campuses.

Network Coverage

Consideration Importance

Coverage Ensures there are no dead zones within campuses where sensor signals could be

Consistency lost, affecting system reliability.

Bandwidth and Adequate bandwidth must be provided to support the simultaneous transmission of

Throughput alarm signals, video feeds, and other data-intensive tasks without delays or loss of
quality.

Latency Critical for real-time systems; low latency is necessary for immediate alerting and

Requirements rapid activation of safety protocols.



Network Provides alternative data paths to ensure system availability in case of a network

Redundancy failure, which is critical for safety systems.

Wireless vs Wired A balance between the reliability of wired connections and the flexibility of wireless

Networks networks, like Wi-Fi or Zigbee, must be achieved, considering campus layouts and

building structures.

Connectivity

Consideration
Multi-Campus
Connectivity

Internet of Things (loT)
Support

Remote Access and
VPNs

Mobile and Public

Network Access

Quality of Service
(QoS)

Importance

Seamless inter-campus network integration is essential for centralized
monitoring and control.

Ensures compatibility with 1oT devices and protocols, considering the FDAS's
heavy reliance on loT sensors and devices for data collection and alerts.
Secure remote access via VPNs for system administrators and emergency
personnel for off-site monitoring and control.

Facilitates the use of mobile devices in the FDAS, allowing alerts and system
status updates to be received by campus officials and emergency responders
on-the-go.

Prioritization of FDAS traffic over the network to ensure that alert and monitoring

data are given precedence over other types of data traffic.

11.Infrastructure Considerations

Considering the university's preference for cloud deployment, here are several IT infrastructure and

server considerations that align with this strategy:

IT Infrastructure

Consideration

Importance



Cloud Service Provider
(CSP) Selection

Virtualization

Integration with
Existing Systems
Data Sovereignty

Compliance

Disaster Recovery and

Business Continuity

Server Considerations

Consideration

Server Scalability

Data Storage and
Management

Server Security

Service Level
Agreements (SLASs)
Cloud-based Analytics

Choosing a CSP with a proven track record in terms of uptime, reliability, and
security compliance is crucial. Amazon Web Services (AWS), Microsoft Azure,
and Google Cloud Platform are common choices.

Implementing server and network virtualization to increase scalability and
flexibility of the FDAS, facilitating quick adjustments to changes in demand.
Ensuring that cloud services can be integrated with the university's existing on-
premises systems and databases for a smooth transition and operation.
Understanding where data will be stored and processed, and ensuring it
complies with South African and other relevant jurisdictions' data protection
regulations.

Establishing cloud-based disaster recovery (DR) and business continuity plans
to minimize downtime and data loss in the event of an emergency or system

failure.

Importance

Cloud servers must be scalable to meet the demands of the growing university
network, with more devices and increased data flow.

Implementing robust data storage solutions with easy access to historical data
for analysis while maintaining data integrity and security.

Ensuring that all servers, whether on-premises or in the cloud, are protected
against breaches with firewalls, intrusion detection systems, and regular
security assessments.

Clear SLAs with the CSP to guarantee system availability, performance, and
support response times, which are vital for the FDAS's effectiveness.

Utilizing cloud computing power to perform data analytics, predict potential

system faults, and conduct regular maintenance scheduling.

These considerations for IT infrastructure are critical in implementing a robust, cloud-preferred FDAS.
They ensure that the system is not only reliable and efficient but also scalable and secure, aligning with

the university's strategic objectives and regulatory requirements.



12.Implementation Considerations

For a new implementation of a Fire Detection and Alarm System (FDAS) as a new capability, here are

structured implementation recommendations:

Implementation Recommendations for FDAS

Recommendation
Category

Project Planning

Stakeholder

Engagement

Regulatory

Compliance

Vendor Selection

Technology
Procurement
Infrastructure

Preparation

System Installation

Testing &
Commissioning
Training &

Documentation

Specific Recommendations

- Develop a comprehensive project plan including timelines, budgets, and
resources.

- Perform risk assessments to identify potential obstacles during
implementation.

- Establish a project steering committee with representatives from all key
stakeholder groups.

- Conduct regular stakeholder meetings to ensure alignment and address
concerns.

- Ensure the design meets national and international fire safety codes.

- Consult with local fire authorities and insurance providers for compliance
and best practices.

- Vet vendors based on experience, support capabilities, and technology
offerings.

- Include performance guarantees and post-implementation support in
vendor contracts.

- Prioritize procurement of scalable and interoperable technology.

- Secure long-term agreements for software and hardware maintenance.
- Assess and upgrade network infrastructure as needed to support the
FDAS.

- Implement cybersecurity measures to protect the system from digital
threats.

- Schedule installation during low-activity periods to minimize disruption.
- Use certified professionals for installation to ensure system reliability.

- Perform thorough testing of each system component.

- Commission the system with live simulations to ensure functionality.

- Provide comprehensive training for relevant university staff and first

responders.



- Prepare and distribute documentation on system operation and

emergency procedures.

Maintenance - Establish a routine maintenance schedule for the FDAS.

Planning - Plan for regular system updates and technology refresh cycles.
Monitoring & - Implement a monitoring regime to ensure system performance.
Evaluation - Establish an evaluation framework to assess system effectiveness and

identify improvements.
Community - Educate the campus community about the new FDAS.

Awareness - Promote a culture of safety and preparedness across the campus.

These recommendations serve as a guideline to facilitate a structured approach to FDAS implementation,

ensuring system effectiveness and long-term sustainability within the university's safety infrastructure.

13.Recommendations

When planning and implementing a Fire Detection and Alarm System (FDAS) for a Smart Campus
university with multiple campuses, the following strategies are recommended to ensure the system is

comprehensive, effective, and sustainable.
Strategic Recommendations

1. Needs Assessment and Planning
o Conduct a thorough needs assessment to identify the specific requirements for each campus.
o Develop a master plan that aligns with the university's long-term strategic goals.
2. Stakeholder Engagement
¢ Involve all relevant stakeholders, including campus safety personnel, IT staff, facility managers,
local fire authorities, and insurance providers, in the planning process.
o Ensure clear communication channels between all parties to align objectives and expectations.
3. Regulatory Compliance
o Ensure the FDAS meets all local, regional, and international fire safety and building codes.
e Consider future changes in regulations and standards when designing the system.
4. Technology Selection
e Choose scalable and flexible technology solutions that can be upgraded as needed.
e Opt for interoperable components that can work seamlessly with existing and future campus

systems.
Technical Recommendations

1. System Design and Architecture



Design a robust system architecture that prioritizes redundancy and failover capabilities.

Implement layered security measures to protect the system from cyber threats.

2. Network Infrastructure

Invest in a high-quality network infrastructure that ensures reliable and continuous connectivity.
Plan for adequate network coverage, including wireless solutions for areas that are challenging to

wire.

3. Cloud Integration

Leverage cloud technologies for enhanced scalability, flexibility, and disaster recovery
capabilities.
Evaluate cloud service providers based on their security measures, compliance certifications, and

performance guarantees.

Financial Recommendations

1. Cost-Benefit Analysis

Perform a detailed cost-benefit analysis to weigh the initial investment against the long-term
savings and benefits.
Explore various funding options, including grants, partnerships, and financial incentives for safety

improvements.

2. Total Cost of Ownership

Calculate the total cost of ownership, including installation, maintenance, upgrades, and
personnel training.

Consider engaging in fixed-cost service agreements to manage long-term operational costs
better.

Implementation Recommendations

1. Project Management

Utilize professional project management practices to oversee the installation and commissioning
of the FDAS.

Plan for minimal disruption to campus activities during system deployment.

2. Training and Drills

Provide comprehensive training for all system users, including emergency response teams,
security staff, and facility management.
Conduct regular fire drills and system tests to ensure readiness and to familiarize the campus

community with emergency procedures.

3. Monitoring and Continuous Improvement

Implement ongoing monitoring to ensure the FDAS functions correctly and meets the campus's

evolving needs.



o Establish a continuous improvement process to integrate new technologies and feedback from
system users and emergency personnel.

Sustainability and Environmental Considerations

1. Energy Efficiency
e Choose energy-efficient components to minimize the environmental impact and reduce
operational costs.
e Integrate the FDAS with other smart building systems to optimize energy usage across
campuses.
2. Material and Supplier Selection
e Select materials and components that are durable and have a low environmental footprint.

o Work with suppliers who have strong sustainability practices and policies in place.

By following these recommendations, the university can ensure that the FDAS is not only effective in
protecting life and property but also aligns with the university’s broader goals for sustainability,
technological advancement, and financial responsibility.



Emergency Communication

1. Background

Emergency communication and response in a university setting, particularly one with a dispersed, multi-
campus structure and a significant remote learner population, necessitates a robust, multifaceted
approach. This approach must be integrated, scalable, and adaptive to various scenarios, from everyday
incidents to large-scale emergencies. The primary goal is to ensure the safety and security of all

university stakeholders, including students, faculty, staff, and visitors, regardless of their physical location.
Overview of Emergency Communication and Response:

1. Risk Assessment and Planning:

o Before establishing emergency communication protocols, the university should conduct a
thorough risk assessment to identify potential hazards specific to its various campuses
and the regions they are located in, such as natural disasters, civil unrest, or health
crises.

e Develop a comprehensive emergency response plan that addresses identified risks and
incorporates best practices for communication and management. This plan should be
tailored to each campus while maintaining a level of standardization for coherence.

2. Technology Infrastructure:

¢ A smart campus would leverage advanced technologies, including loT sensors, mobile
communication platforms, and Al-driven analytics, to facilitate real-time monitoring and
rapid dissemination of information.

¢ Infrastructure must support mass notification systems capable of reaching all members of
the university community through multiple channels such as text, email, social media, and
dedicated mobile apps.

3. Unified Communication Systems:

e Implement a unified communication system that can integrate various platforms and
services to provide consistent and reliable means of transmitting emergency messages.

e Ensure the system includes redundancy to remain functional if one or more
communication channels fail during a crisis.

4. Location-Based Services:

e Utilize GPS and RFID technology to deliver real-time, location-specific alerts to
individuals on campus, guiding them to safety or advising them on how to respond to the
situation at hand.



e For remote learners, tailor communication to provide relevant information about risks in
their specific locations and offer guidance consistent with the university's emergency
response protocols.

5. Incident Command and Control Center:

o Establish a central command center equipped with advanced monitoring and
communication tools to coordinate emergency responses. This facility should have the
capability to gather data from multiple sources, including surveillance cameras, weather
stations, and emergency services.

o The command center should have the capacity to control the emergency response
across all campuses and extend to remote learners if needed.

6. Training and Drills:

o Regular training for staff and students on emergency procedures is vital. This includes
drills that are specific to various emergency scenarios.

o Ensure that training modules are available and accessible to remote learners, possibly
through e-learning platforms.

7. Crisis Communication:

o Develop a crisis communication strategy that outlines how information will be
communicated during an emergency, including templates for messages, identification of
spokespersons, and protocols for interfacing with external entities such as first
responders and the media.

e Accuracy and timeliness of information are critical. Establish protocols for frequent
updates and verification of information to prevent the spread of misinformation.

8. Accessibility and Inclusivity:

o Ensure that emergency communication systems are accessible to individuals with
disabilities and that messages can be understood by a diverse, multilingual population.

e The system should account for varying levels of access to technology among the student
body, particularly remote learners who may have limited internet connectivity.

9. Legal and Regulatory Compliance:

e Be aware of and comply with all relevant local, national, and international regulations and
standards regarding emergency preparedness and response.

e This includes data protection laws, particularly with respect to location tracking and the
dissemination of personal information.

10. Post-Emergency Review and Adjustment:

e After any emergency, conduct thorough debriefings and reviews of the response to
identify successes and areas for improvement.

o Adjust the emergency communication and response plans based on lessons learned and

evolving best practices.



Contextual Considerations:

Coordination Across Locations: Each campus will have its own set of challenges and
resources. A centralized system must allow for local nuances in emergency response while
maintaining an overarching strategy that aligns with the university’s policies and procedures.
Scalability and Flexibility: The system should be scalable to accommodate future campus
expansions or changes in the remote learner demographic and flexible enough to adapt to the
unique demands of different emergency scenarios.

Remote Learner Integration: Remote learners should feel as integrated into the university’s
emergency planning as those on campus. This could involve establishing a network of local
contacts and resources that can provide assistance comparable to that available on the

campuses.

Emergency communication and response system for a university with multiple campuses and remote

learners must be comprehensive, resilient, and inclusive. It should utilize the latest technologies to deliver

timely and accurate information, ensure the safety of all community members, and facilitate a coordinated

response to any crisis that may arise.

Trends

These trends in this domain reflect an ongoing shift towards more interconnected, intelligent, and user-

centric systems in the field of emergency communication and response within the higher education

sector.

Below is a brief outline of some associated trends in Emergency Communication and Response for smart

campuses:

1.

Mobile Alert Systems: Adoption of mobile-based alert systems to rapidly disseminate
information to students, faculty, and staff, using apps and SMS.

Artificial Intelligence: Leveraging Al for predictive analysis to foresee potential emergencies and
automate responses.

Social Media Integration: Using social media platforms as both a sensor network to gather real-
time information and a communication channel during crises.

Internet of Things (loT): Deployment of loT devices for real-time monitoring of various
environmental factors, such as weather conditions, and building integrity, which can provide
immediate data during emergencies.

Unified Communication Platforms: Implementation of platforms that integrate different

communication methods, including voice, video, and text, to streamline emergency responses.



6. Wearable Technology: Development of wearable devices that can send distress signals or track
the wearers' locations, vital for immediate response in emergencies.

7. Mass Notification Systems: Advancements in mass notification systems that can target specific
geographic areas with location-based alerts.

8. Cybersecurity Focus: Increased focus on protecting emergency communication systems from
cyber threats to ensure their reliability during crises.

9. Cloud-Based Solutions: Utilizing cloud-based infrastructure to ensure redundancy and high
availability of communication channels during network outages.

10. Drone Technology: Drones are being used for rapid assessment of emergency situations,
particularly in areas that are difficult to access by traditional means.

11. Accessibility and Inclusivity: Designing communication systems that are accessible to all
individuals, including those with disabilities and those who speak different languages.

12. Virtual Reality Training: Implementing virtual reality (VR) to train staff and students in

emergency response protocols in a simulated environment.

2. Scope & Requirements

Below is the scope of services and capabilities for Emergency Communication and Response within a
smart campus context, categorized for clarity.

These encapsulate the diverse range of services and capabilities that should be considered when

planning for emergency communication and response in a smart campus environment.

They address immediate crisis management needs as well as longer-term recovery and continuity

requirements.

Emergency Communication Services

Service Category Description Capabilities
Alerting and Systems to inform the - Mass notifications via SMS, email, app
Notification campus community of notifications

emergencies. - Visual alarm systems (e.g., LED displays)

- Audible alarms and public address systems
Real-Time Two-way communication - Mobile app communication
Communication channels for emergencies. - Web-based platforms for updates and alerts
- Social media engagement
Crisis Management Coordination and - Incident command system management
management of emergency - Resource deployment and tracking

responses. - Emergency operations center capabilities



Monitoring and Ongoing monitoring of - Video surveillance

Surveillance campus safety. - Environmental and threat detection sensors

- loT device monitoring

Reporting and Data analysis for informed - Real-time analytics dashboards

Analytics decision-making during - Historical incident reporting

crises. - Trend analysis and predictive insights

Emergency Response Capabilities

Capability Category

First Response

Evacuation and
Shelter

Law Enforcement

and Security

Medical Support and
Health Services

Recovery and
Continuity

Communication

Infrastructure

Description
Initial actions taken in
response to an

emergency.

Movement of people to
safety and provision of

safe havens.

Maintenance of order and

investigation of incidents.

Medical assistance and
health-related services.

Services to restore normal
operations post-

emergency.

Ensuring communication

systems are operational.

Specific Capabilities
- First aid and medical assistance
- Firefighting and rescue operations

- Hazard containment

- Designated evacuation routes
- Safe room and shelter management

- Transportation for evacuees

- Campus security patrols
- Criminal incident response and investigation

- Coordination with local law enforcement

- Campus health clinics

- Psychological support services

- Coordination with hospitals and EMS

- Infrastructure repair and restoration

- Academic program continuity planning

- Counseling and support services

- Backup power solutions for communication

networks

- Redundant communication channel availability

- Cloud-based data backups and

communication services



3. Benefits

The benefits of effective emergency communication and response can be vast and multifaceted.

These underscore the critical importance of a well-structured emergency communication and response

system.

The primary benefits revolve around the safety and well-being of the campus community, the continuity of

operations, and the resilience of the institution in the face of emergencies.

Benefits of Emergency Communication Services

Benefit Category
Timely Alerting

Clarity and

Comprehension

Broad Reach

Two-Way

Communication

Reliability

Multi-Channel

Distribution

Benefit Description
Enables rapid dissemination

of critical information.

Clear, concise messaging in

emergencies.

Ensures information
reaches all individuals

affected.

Facilitates feedback and
status updates from the

community.

Dependable systems that
function in various

scenarios.

Use of multiple platforms to

communicate.

Benefits of Emergency Response Capabilities

Benefit Category

Benefit Description

Impact on Campus Community

- Reduced response times

- Increased chances of safety

- Improved understanding of emergency
procedures

- Less confusion during crises

- Enhanced inclusivity
- No one is left uninformed

- Improved situational awareness

- Empowered individuals to report issues

- Trust in the system's effectiveness

- Confidence during emergencies

- Increased likelihood of message receipt

- Redundancy in communication channels

Impact on Campus Community



Immediate

Assistance

Efficient

Evacuation

Enhanced Security

Access to Medical
Care

Resilience and

Recovery

Infrastructure

Continuity

Quick on-site help for

emergencies.

Orderly and safe movement

during crises.

Increased sense of safety

on campus.

Availability of medical
services for health
emergencies.
Capability to resume
academic and

administrative functions.

Robust communication
systems that withstand

crises.

- Potentially life-saving interventions

- Reduced severity of incidents

- Less chaos and risk of injury

- Streamlined evacuation processes

- Deterrence of criminal activities

- Peace of mind for campus community

- Better health outcomes
- Faster return to normal activities

- Minimized disruption to learning

- Quick restoration of services

- Continued access to information

- Ability to coordinate longer-term responses

4. User Journeys, User Cases and Scenarios

Below are outlined tables of use cases and scenarios illustrating the application of emergency

communication services and response capabilities in a Smart Campus university setting.

Use Cases for Emergency Communication Services

Use Case
Scenario
Natural Disaster
Alert

Intruder on

Campus

Description

The system detects a
potential natural disaster,
such as a flood or
earthquake, and triggers an
alert.

Surveillance detects an
unauthorized individual

displaying erratic behavior.

Example Actions

- Immediate text and email alerts are sent out.
- Instructions for evacuation or shelter-in-place

are provided.

- A campus-wide lockdown is initiated.
- Real-time updates are provided via the

university's app and social media.



Health Emergency

Notification

Fire Alarm and

Response

Emergency
Services

Coordination

A health emergency, like an
outbreak of an infectious

disease, is reported.

loT sensors detect smoke or
high heat indicative of a fire

in a campus building.

An incident requiring police,
fire, and ambulance services

occurs.

Use Cases for Emergency Response Capabilities

Use Case
Scenario
Medical

Emergency

Active Shooter

Scenario

Severe Weather

Evacuation

Post-Emergency

Recovery

Cybersecurity
Breach

Description

A student collapses from a
medical condition such as a
seizure.

An active shooter is reported

on campus.

Severe weather, such as a
tornado, threatens the
campus.

After an emergency, the
campus needs to return to

normal operations.

The university's IT
infrastructure faces a

cyberattack.

- Health advisories and prevention measures are
communicated.

Updates on the availability of medical resources
are shared.

- Alarms are sounded, and emergency lighting
guides evacuation.

Notifications include the nearest exit routes and
assembly points.

- Emergency services are directly alerted
through integrated systems.

Students and staff receive information on

avoiding the area.

Example Actions

- Emergency responders are dispatched.

- Nearby medical personnel are alerted via the
smart campus app.

- Campus security initiates a lockdown.

- Law enforcement is immediately notified

- Students and staff are instructed on safety
measures.

- Evacuation routes are communicated.

- Transportation services are coordinated for
evacuation.

- Assessment teams evaluate the damage.

- Repair services are prioritized and scheduled.
Counselling services are offered to affected
individuals.

- The cybersecurity response team is mobilized.
- Backup communication channels are utilized to
maintain alerts.

- Stakeholders are informed about the status

and advised on protective measures.



These provide an illustrative look at how a Smart Campus can deploy its emergency communication
services and response capabilities in real-world scenarios. The use cases highlight the importance of a
well-integrated and technologically advanced system for ensuring safety, continuity, and resilience on

campus.

5. Solution Overview

To create a comprehensive Smart Campus emergency communication and response system, we need a

multi-layered solution architecture that encompasses various technological components.

Below is a high-level solution overview, followed by tables detailing the solution components for each
category.

Solution Overview

The solution architecture for a Smart Campus emergency communication and response system should
be designed for robustness, flexibility, and scalability. It must integrate advanced technologies to monitor,
alert, and manage emergency situations effectively across multiple campuses and remote learners. The
architecture should support rapid information dissemination, facilitate emergency response coordination,
and enable post-emergency recovery and analysis.

Solution Architecture Components

1. Data Collection Layer: This includes sensors and loT devices that collect real-time data from the
environment.

2. Communication Layer: Consists of the infrastructure needed for transmitting alerts and
communications.

3. Processing and Analysis Layer: This layer involves the computational resources required for
analyzing data and making informed decisions.

4. Response Coordination Layer: Tools and platforms that help coordinate the response efforts of
different emergency teams.

5. User Interface Layer: Systems through which users receive alerts and updates and can interact
with the emergency system.

6. Integration Layer: The middleware that integrates all components, ensuring they work together
seamlessly.

7. Infrastructure Support Layer: The foundational IT infrastructure, including data centers and
cloud services, supporting the system.



Data Collection Layer

Component Description

Environmental Detect environmental hazards such as smoke,

Sensors fire, or toxic gases.

Weather Gather data on weather conditions that could
Monitoring impact campus safety.

Systems

Video Surveillance Monitor campus activity to detect potential
emergencies or threats.

Access Control Manage and monitor entry points to campus

Systems facilities.
Communication Layer
Component Description

Mass Notification Send alerts to the campus community through

Systems various channels.
Public Address Disseminate audible alerts and instructions.
Systems

Communication Enable data transmission across the campus.

Networks

Processing and Analysis Layer

Component Description

Data Processing Analyze data collected from various sensors and
Engines sources.
Emergency Assist in making decisions during emergencies.

Decision Systems

Response Coordination Layer

Component Description
Incident Coordinate emergency response efforts and
Management resources.

Software

Example Technologies
Smoke detectors, gas
sensors

Weather stations, barometric

pressure sensors

CCTV, IP cameras, drone
footage
RFID readers, biometric

scanners

Example Technologies
SMS gateways, email
servers, mobile apps
Loudspeakers, digital
signage

Wi-Fi, fiber optics, satellite

communications

Example Technologies

Big data analytics platforms,
Al algorithms

Decision support systems, Al

predictive models

Example Technologies
Computer-aided dispatch
systems, incident tracking

software



Resource

Management Tools

User Interface Layer

Component

Alerting Interfaces

Interactive
Communication

Tools

Integration Layer

Component

Middleware

Data Integration

Tools

Manage the allocation and deployment of

emergency resources.

Description

Platforms through which users receive and
acknowledge alerts.

Facilitate two-way communication with the

campus community.

Description

Connects disparate systems and allows them to
communicate.

Combine data from various sources for a unified

view.

Infrastructure Support Layer

Component

Data Centers

Cloud Services

Description

Host servers and storage devices for the
emergency system.

Provide scalable computational resources and

data storage.

Inventory management

systems, GPS tracking

Example Technologies
Smartphone apps, web
dashboards

Chatbots, social media

platforms

Example Technologies
Enterprise service bus
(ESB), API gateways

Data warehouses, integration
platforms as a service
(iPaaS)

Example Technologies
On-premises data centers,
colocation facilities

laaS and PaasS services,

cloud storage solutions

This layered architecture approach ensures a comprehensive and integrated emergency communication

and response system.

Each layer's components work in harmony to facilitate a seamless operation, from initial data collection to

the final response and recovery in emergency situations.



6. Integration

Integration is vital for a Smart Campus emergency communication and response system. It ensures that

different components and systems work together harmoniously, providing a coordinated and efficient

response to emergencies.

The following tables outline the integration considerations for each category of the solution architecture.

Data Collection Layer Integration Considerations

Integration
Consideration
Sensor Data
Harmonization

Real-time Data

Streaming

Access Control

Coordination

Description

Ensure compatibility and standardization of data

formats across different sensor types.

Implement protocols for real-time data capture

and transmission to the processing layer.

Align with the campus’s existing access control

systems for synchronized operations.

Communication Layer Integration Considerations

Integration
Consideration
Multi-channel

Coordination

Network

Redundancy

Public Address
System Sync

Description

Integrate various communication platforms to
disseminate information through multiple
channels.

Establish backup communication channels to

maintain system availability.

Synchronize with fire alarms and other

emergency signals for unified messaging.

Importance

Facilitates accurate and timely
data analysis, critical for
making informed decisions
during emergencies.

Enables immediate action and
alert issuance, which is
essential for the safety of the
campus community.

Ensures that emergency
protocols are integrated with
security policies to control

movement during an incident.

Importance

Guarantees that emergency
communications reach the
widest possible audience
quickly and reliably.

Prevents single points of
failure, ensuring that critical
communications are always
delivered.

Provides clear and consistent

instructions to campus



Processing and Analysis Layer Integration Considerations

Integration
Consideration
Analytical Tools

Compatibility

Incident
Prediction

Integration

Cross-Platform

Data Sharing

Description

Ensure that data processing engines and
decision systems can interoperate with data

sources.
Integrate predictive analytics to forecast potential

emergencies based on trends and patterns.

Facilitate secure data sharing across different

analysis tools and platforms.

Response Coordination Layer Integration Considerations

Integration
Consideration
Resource

Allocation Sync

Incident

Tracking

Description

Integrate with resource management tools to
efficiently deploy emergency services and
equipment.

Ensure incident management software can track

multiple simultaneous incidents and resources.

User Interface Layer Integration Considerations

Integration

Consideration

Description

occupants during

emergencies.

Importance

Enables the extraction of
actionable insights from the
collected data, enhancing
emergency response.
Enhances preparedness by
allowing pre-emptive
measures to be taken before
an incident occurs.
Improves the
comprehensiveness of
situational analysis and
supports informed decision-

making.

Importance

Ensures that resources are
optimally utilized and that
response times are minimized.
Vital for maintaining situational
awareness and managing
large-scale or multiple
emergencies effectively.

Importance



User

Authentication

Feedback
Mechanism

Integration

Integrate with the university’s identity
management systems to authenticate users

securely.

Implement systems that allow for two-way
communication between the community and

response teams.

Infrastructure Support Layer Integration Considerations

Integration
Consideration
Cloud and On-
premises
Integration
Data
Redundancy

Description

Ensure that cloud services and on-premises

data centres can work together seamlessly.

Establish data redundancy to prevent loss of

critical information.

Key Campus Systems for Integration

Campus System
Campus
Security
Systems
Student
Information

Systems

Building
Management

Systems

Health Services

Systems

Integration Purpose
Coordinate with surveillance and access control

for comprehensive security management.

Integrate with systems containing student data
for accurate emergency communication

targeting.

Integrate loT-enabled building management for
automated responses like door locks or elevator

control during emergencies.

Coordinate with health services for medical

emergencies and health-related alerts.

Protects sensitive emergency
information and ensures that
only authorized personnel can
send or access alerts.
Enhances the ability of
responders to assess the
situation and of the community
to report issues or receive

assistance.

Importance

Provides flexibility and
scalability in resource
utilization during emergencies.
Essential for the continuity of
operations and post-

emergency analysis.

Importance

Central to maintaining safety
and security across the
campus during emergencies.
Ensures that all members of
the campus community,
including remote learners, are
reached during emergencies.
Enhances the physical
response to an emergency by
controlling the campus
infrastructure.

Vital for providing timely
medical assistance and



managing health crises like

disease outbreaks.

Integration across these components and systems creates a cohesive and comprehensive emergency

communication and response framework.

It allows for automated responses, real-time updates, efficient resource deployment, and a high level of

situational awareness, ultimately contributing to the safety and security of the campus community.

7. Implication on Current Environment

There is currently no integrated Emergency Response system and so this shall be a new implementation.

8. Cost Considerations

The costs estimates have been provided for in a separate report.

Below are some of the considerations.
Data Collection Layer Cost Considerations

Cost

Consideration

Description

Sensor Purchase of loT devices,
Equipment sensors, and other data
collection hardware.
Network Network components
Infrastructure required to connect sensors

and loT devices.
Data Collection Software to manage and
Software store the data from various

sources.

Communication Layer Cost Considerations

Cost

Consideration

Description

Potential Costs

Initial procurement costs,
installation, and
maintenance.

Networking hardware,
cabling, installation, and
maintenance.

Licensing, subscription or
purchase costs,

customization, and updates.

Potential Costs



Mass Software and hardware for
Notification mass communication
Systems during emergencies.
Multi-Channel Integration with existing
Integration systems (email, SMS,

social media, etc.).
Redundancy and Backup communication
Backup systems to ensure

reliability.

Licensing or subscription
costs, hardware
procurement, and operational
expenses.

Development and integration
costs, ongoing maintenance,
and updates.

Additional hardware,
software, and potentially

increased subscription costs.

Processing and Analysis Layer Cost Considerations

Cost Description

Consideration

Analytical Advanced analytical and

Software decision-making software
platforms.

Computing Servers and computing

Resources power to process and

analyze the data.
Data Storage Storage solutions for the
vast amounts of collected

data.

Potential Costs

Licensing or subscription fees,
custom development, and
potential consultancy fees.
Cloud service costs, on-
premises hardware, and
associated energy costs.

Cloud storage subscription costs
or on-premises storage

infrastructure and maintenance.

Response Coordination Layer Cost Considerations

Cost Description

Consideration

Emergency Systems for managing
Response and coordinating
Systems emergency response.
Resource Tools for the allocation
Management and tracking of

Tools emergency resources.

Potential Costs

Purchase or subscription costs,
integration with other systems,
training, and exercises.
Software licensing or
development, hardware if
required, and potential

operational costs.



User Interface Layer Cost Considerations

Cost Description Potential Costs

Consideration

User Access Security systems to User authentication systems,
Systems control access to single sign-on systems,
emergency integration with existing

communication interfaces. = identity management

solutions.
Mobile Development of mobile Development costs, ongoing
Application apps for emergency maintenance, app store fees,
Development communication. and update costs.

Infrastructure Support Layer Cost Considerations

Cost Description Potential Costs

Consideration

Cloud Cloud services for Monthly or annual cloud service

Infrastructure hosting various fees, bandwidth costs, and

Services components of the potential data transfer costs.
system.

Physical On-premises data Building costs, energy costs,

Infrastructure centers or server rooms | maintenance, and hardware

if not fully cloud-based. refresh cycles.

Disaster Systems and services Cloud disaster recovery
Recovery for backup and disaster = services, offsite backup storage
recovery. costs, and business continuity
planning.

Each category brings with it both upfront and ongoing costs. It is important for the university to consider
not only the initial investment required for setup but also the long-term operational and maintenance
expenses. When considering cloud deployment, the cost model shifts from CapEx to OpEx, which may

impact the way the university budgets for and reports on expenses.

Furthermore, the university must account for the potential scalability and flexibility offered by cloud
services, which could lead to cost savings over time due to optimized resource usage and the elimination

of on-premises infrastructure costs.



9. Network Coverage and Connectivity

Robust network coverage and connectivity are crucial to ensure seamless communication, especially

during emergencies.

The considerations encompass the entire gamut from on-campus Wi-Fi to WAN connections that might

be used by remote learners.

Network Coverage and Connectivity Considerations

Consideration
Network

Redundancy

Bandwidth

Management

Wireless

Coverage

Remote

Connectivity

Failover

Mechanisms

Scalability

Interoperability

Description

Establish primary and secondary
networks to maintain connectivity during
failures.

Prioritize emergency communications
on the network to ensure they are not
delayed or dropped during high traffic.
Extend Wi-Fi coverage to all campus
areas, including outdoor spaces, to
ensure no dead zones.

Implement robust VPN solutions for
secure remote access, catering to off-
campus and remote learners.
Automatic switch to backup systems
(like 4G LTE/5G if the primary internet
connection fails).

Network infrastructure must support the
scaling up of resources to
accommodate increased loads during
emergencies.

Networks must support communication
across various devices and platforms,
including loT devices, smartphones,

and traditional computing hardware.

Importance

Ensures continuous communication in the
event of a network outage, which is critical
during emergencies.

Guarantees that emergency alerts and
communications are transmitted without
delay.

Ensures that all individuals on campus
can receive alerts and access emergency
services from any location.

Allows for the inclusion of remote learners

in the university’s emergency protocol.

Provides a secondary line of
communication if the primary internet
connection is compromised.

Facilitates the handling of a surge in
communication needs during major
incidents without network performance
degradation.

Allows for diverse technological
ecosystems to work together seamlessly,
which is essential for integrating all

aspects of smart campus technology.



IT Infrastructure and Server Considerations

With a preference for cloud deployment, the university needs to align its IT infrastructure with cloud

capabilities while ensuring the system is resilient, secure, and capable of handling the demands of a

smart campus environment.

Consideration

Cloud Service
Model

Data

Sovereignty

Cloud

Redundancy

Server

Scalability

Hybrid Cloud

Considerations

Security

Compliance and

Certification

Disaster
Recovery

Planning

Description

Choose between laaS, PaaS, or SaaS
models based on the specific needs of
the emergency communication system.
Consider where data is stored in the
cloud to comply with regulations,
especially important for government
entities.

Implement data redundancy across

multiple geographical locations.

Ensure cloud servers can dynamically
scale resources during peak loads,
which are common during
emergencies.

If on-premises infrastructure is
retained, ensure it integrates
seamlessly with cloud services.
Implement robust cloud security
measures, including firewalls,
encryption, and intrusion detection
systems.

Ensure the cloud provider meets the
necessary compliance standards (such
as ISO 27001, SOC 2, or GDPR).
Establish a cloud-based disaster
recovery plan that includes regular

backups and clear recovery protocols.

Importance

Aligns with the university’s cloud-first
strategy and provides flexibility in
managing resources.

Ensures compliance with local and
international data protection regulations,
which is crucial for maintaining privacy
and legal compliance.

Protects against data loss and service
interruption due to local outages or
disasters.

Ensures the system remains operational
and responsive during times of high

demand.

Allows the university to protect existing
investments while taking advantage of
cloud scalability and flexibility.

Protects sensitive emergency data and

communications from cyber threats.

Confirms the cloud infrastructure adheres
to high security and operational
standards.

Minimizes downtime and data loss during
catastrophic failures, ensuring continuity

of the emergency communication system.

These considerations aim to build a reliable and efficient network that not only caters to the everyday

needs of the university's smart campus operations but is also capable of handling the extra demands

during emergencies.



The preference for cloud deployment should guide the selection of service models and providers,

ensuring that the university's emergency communication system is agile, secure, and scalable.

10.Infrastructure Considerations

11.Implementation Considerations

Implementation considerations are pivotal for the successful deployment of a Smart Campus Emergency
Communication and Response system. Here are recommendations organized by each major category of

the solution:

Data Collection Layer Implementation Recommendations

Recommendation Description Rationale

Select Appropriate = Choose sensors that are Ensures accurate and timely data

Sensors reliable and suitable for the collection, which is crucial for effective
specific types of emergency response.

emergencies the campus

might face.
Robust Network Implement a strong and Prevents data loss and ensures
Infrastructure resilient network to support uninterrupted data flow during critical
sensor connectivity. times.
Data Collection Establish clear policies for Protects the privacy of individuals and
Policies data collection, including ensures compliance with data
privacy considerations. protection laws.

Communication Layer Implementation Recommendations

Recommendation Description Rationale

Multi-Channel Ensure the system can Increases the likelihood that emergency

Communication communicate across communications will reach the intended
multiple platforms (SMS, audience.

email, app notifications).



Regular Testing

Training and

Awareness

Conduct regular tests of

the communication system

to ensure it works as
expected.

Train staff and inform
students about the

communication protocols.

Identifies any potential issues before an
actual emergency occurs, allowing for

timely remediation.

Ensures that in an emergency, everyone
knows how to receive and respond to

alerts.

Processing and Analysis Layer Implementation Recommendations

Recommendation

Advanced Analytics

Implementation

Data Integration

Scalable Computing

Resources

Description

Utilize Al and machine
learning for predictive
analytics and situational
awareness.

Ensure seamless
integration of data from
various sources for
comprehensive analysis.
Use scalable cloud
computing resources to
handle variable data

processing loads.

Rationale
Enhances the ability to respond

proactively to potential emergencies.

Provides a holistic view of emergency
situations, improving response

effectiveness.

Maintains performance during high-
demand periods without the need for

constant high-capacity infrastructure.

Response Coordination Layer Implementation Recommendations

Recommendation
Centralized
Coordination

Platform

Interdepartmental
Drills

Description

Implement a centralized
platform for coordinating
all emergency response
activities.

Conduct regular
emergency response
drills involving all

relevant departments.

Rationale
Streamlines the response process and
improves communication among

responders.

Ensures all parties know their roles and
can work together effectively in an actual

emergency.



Resource Inventory = Maintain an up-to-date

Management

inventory of emergency

resources and assets.

Prevents delays in response due to

missing or unavailable resources.

User Interface Layer Implementation Recommendations

Recommendation

Intuitive User

Interfaces

Accessibility

Compliance

Real-Time Updates

Description

Design user interfaces
that are easy to navigate
in high-stress situations.
Ensure all user
interfaces comply with
accessibility standards.
Provide real-time
updates and information
to users through the

interface.

Rationale

Facilitates quick and efficient use of the
system by responders and the campus
community.

Guarantees that the system is usable by all

individuals, including those with disabilities.

Keeps the campus community informed and
aids in maintaining order during

emergencies.

Infrastructure Support Layer Implementation Recommendations

Recommendation

Cloud-Based

Infrastructure

Comprehensive

Security Measures

Regular System
Backups

Description

Leverage cloud services
for infrastructure needs
to ensure flexibility and
scalability.

Implement end-to-end
security protocols to
protect data and
systems.

Schedule regular
backups to prevent data

loss.

Rationale

Supports dynamic allocation of resources
and reduces the need for physical
infrastructure maintenance.

Protects against cyber threats, which are
increasingly critical in cloud-based

solutions.

Ensures data integrity and quick recovery
in the event of system failure or data

corruption.

These recommendations should be adapted to the specific needs and context of the university.

Implementation should be approached with flexibility, allowing for adjustments as the project progresses.

Each recommendation is aimed at creating a robust, reliable, and user-friendly Emergency

Communication and Response system that aligns with the overall Smart Campus strategy.



12.Recommendation

Below are structured recommendations for each category pertinent to implementing Smart Campus

Emergency Communication and Response systems:

Data Collection Layer Recommendations

Recommendation

Deploy Redundant

Systems

Privacy by Design

Regular Updates

and Maintenance

Description

Implement redundant data
collection systems to
ensure continuity during
system failures.
Incorporate privacy
considerations into the
design of data collection
protocols.

Schedule routine updates

and maintenance for

sensors and data collection

tools.

Communication Layer Recommendations

Recommendation
Redundant
Communication

Channels

Stakeholder

Training

Emergency
Communication
Drills

Description

Establish multiple,
independent
communication channels
to ensure message
delivery.

Provide thorough training
for staff and students on

communication systems.

Regularly conduct drills to
test the efficacy of

communication channels.

Processing and Analysis Layer Recommendations

Rationale
Ensures no single point of failure and

maintains data integrity.

Complies with legal requirements and
ethical standards, building trust with

stakeholders.

Keeps the system current and
functional, preventing data gaps in

emergencies.

Rationale
Increases the likelihood of
successful notifications in

varied scenarios.

Empowers users to
effectively use the system
and respond appropriately
during emergencies.
Identifies weaknesses and
improves preparedness

and response times.



Recommendation
Real-time Data

Processing

Data Security
Measures

Continuous

Monitoring

Description

Utilize real-time data
processing tools for
timely emergency
insights.

Implement robust data
security measures to
protect sensitive
information.

Set up continuous
monitoring of processing

and analysis systems.

Response Coordination Layer Recommendations

Recommendation

Interoperable

Systems

Clear Response

Protocols

Incident Command

System

Description

Ensure emergency
response systems are
interoperable with local
authorities' systems.
Develop clear, documented
response protocols for
various emergency
scenarios.

Establish an Incident
Command System for clear
command and control

during emergencies.

User Interface Layer Recommendations

Recommendation
User-Centric

Design

Regular User
Feedback

Description

Focus on a user-centric
design for all emergency
response interfaces.
Solicit and incorporate
regular feedback from
users on interface

usability.

Rationale
Facilitates swift decision-
making during critical

emergency situations.

Prevents data breaches and
maintains the confidentiality
and integrity of emergency
data.

Ensures system health and
immediate identification of

technical issues.

Rationale
Enhances collaboration
and efficiency during joint

emergency operations.

Provides a structured
response, reducing chaos
and overlap in emergency
actions.

Creates a structured
hierarchy, reducing
confusion and improving

response coordination.

Rationale

Ensures ease of use, leading
to faster and more effective
emergency responses.
Continuously improves the
user experience and

effectiveness of the system.



Mobile

Optimization

Ensure all user interfaces
are optimized for mobile

access.

Expands accessibility,
ensuring users can receive

and send information on the

go.

Infrastructure Support Layer Recommendations

Recommendation

Scalable Cloud

Services

Cybersecurity
Frameworks

Business

Continuity Planning

Description

Utilize scalable cloud
services to meet the
variable demand during
emergencies.

Adopt comprehensive
cybersecurity frameworks to

protect infrastructure.

Develop and implement
business continuity plans

for infrastructure resilience.

Rationale
Provides cost-effective

scalability and resilience.

Secures sensitive
emergency data and
systems from cyber
threats.

Ensures the continuous
operation of critical
systems during and after

an emergency.

Adhering to these recommendations can greatly enhance the effectiveness of a Smart Campus

Emergency Communication and Response system. They ensure a well-rounded approach, covering

technical, operational, and strategic aspects, thereby facilitating a reliable and efficient emergency

management process.



Digital Security

1. Background

Digital Security for Smart Campus University
Overview and Context

In a smart campus university, digital security encompasses the protection of all digitized information as
well as the infrastructure used to store, process, and transmit that data. With multiple campuses, the
complexity increases as data flows across a broader network footprint, often involving cloud services,
decentralized databases, and mobile applications. The proliferation of loT devices, the use of big data
analytics, and the digitization of academic records, financial transactions, and personal data all contribute

to the expanded threat landscape.
Cybersecurity for Smart Campus University
Overview and Context

Cybersecurity in a smart campus setting refers to the practice of defending the computing resources,
networks, and data from cyber-attacks. It involves a strategic approach to protecting critical infrastructure,
intellectual property, and the privacy of students and faculty against threats such as hacking, malware,
ransomware, and phishing. As educational institutions adopt more connected technologies, the

cybersecurity strategy needs to encompass an increasingly diverse and distributed digital ecosystem.

Scope of Services and Capabilities

Service Area Capabilities

Cyber Threat Intelligence Real-Time Threat Monitoring, Threat Intelligence Feeds

Incident Response and Management Rapid Response Teams, Forensic Analysis, Disaster Recovery
Planning

Network Security Monitoring Continuous Monitoring Solutions, Anomaly Detection

Cloud Security Cloud Access Security Brokers (CASB), Secure Cloud Storage
Solutions

Cybersecurity Framework Adoption of Frameworks like NIST, ISO/IEC 27001

Implementation

End-user Protection Phishing Defense Mechanisms, Secure Web Gateways



Regulatory Compliance

Security Architecture and Integration

Data Protection Standards Compliance (e.g., GDPR, FERPA)

Secure System Architecture Design, Integration of Security Solutions

Both digital security and cybersecurity are crucial in creating a safe and secure learning environment.

They involve a suite of services and capabilities that not only protect the university’s digital assets but

also ensure the trust of students, staff, and faculty in the institution's digital infrastructure.

2. Scope

Digital Security Scope of Services and Capabilities

Service Area Capabilities
Data Protection Encryption, Data Loss Prevention (DLP), Backup Solutions
Network Security Firewalls, Intrusion Detection/Prevention Systems (IDPS)

Identity and Access Management @ Single Sign-On (SSO), Multi-Factor Authentication (MFA), Privileged

(IAM) Access Management (PAM)

Application Security Secure Code Reviews, Application Firewalls

Device and Endpoint Security Mobile Device Management (MDM), Antivirus/Antimalware

Security Operations Security Information and Event Management (SIEM), Incident Response

and Forensics

Governance, Risk, and Policy Development, Risk Assessments, Compliance Audits

Compliance (GRC)

Training and Awareness Security Training Programs, Phishing Simulations

Cybersecurity

Cybersecurity Scope of Services and Capabilities

Service Area

Cyber Threat Intelligence

Incident Response and Management

Network Security Monitoring

Cloud Security

Capabilities

Real-Time Threat Monitoring, Threat Intelligence Feeds

Rapid Response Teams, Forensic Analysis, Disaster Recovery Planning

Continuous Monitoring Solutions, Anomaly Detection

Cloud Access Security Brokers (CASB), Secure Cloud Storage Solutions




Service Area Capabilities

Cybersecurity Framework Implementation Adoption of Frameworks like NIST, ISO/IEC 27001

End-user Protection Phishing Defense Mechanisms, Secure Web Gateways
Regulatory Compliance Data Protection Standards Compliance (e.g., GDPR, FERPA)
Security Architecture and Integration Secure System Architecture Design, Integration of Security Solutions

Both digital security and cybersecurity are crucial in creating a safe and secure learning environment.
They involve a suite of services and capabilities that not only protect the university’s digital assets but

also ensure the trust of students, staff, and faculty in the institution's digital infrastructure.

3. Business Requirements
Access Portal provides class-leading features and functionality, along with a variety of deep integrations
to third party products and is wrapped up with a simple-to-use web-based interface.

e SC_12 Database Integration

Integration of access and security data with Student, HR ERP system, Library, Examinations, and other

potential databases via Middleware.

4. Benefits

The concept will impact all staff, students, and guests of the institution.

e Personal information of all staff, students, and guests will be protected.

e Data threaten, data theft and data leak will be prevented

¢ Important data and files will be protected to be always available and readable
o Blackmail due to data threaten will be maximumly inhibited

o Data security in devices will be protected



5. Solution Overview

e  Security: The Access Control system must meet industry standards for security and data privacy to

prevent unauthorized access, tampering, or theft of sensitive information.

o Integration of access and security data with Student, HR ERP System, and other potential databases

via Middleware.

Software Systems related with personal or private data should be protected with anti-extortion system.

Access Control Systems, Equipment Management Systems, Video Surveillance Systems and Meeting

Management Systems should fulfil the digital security requiements as below.

POPIA Technical Note

Category

Requirements

Product or Solution Technical Description

Notice

Data subjects
have the right
to "know"

Provide a description of the personal data
processed by the product and a privacy statement
interface as required by the data controller. Note:

1. Personal data is involved when the product
provides normal services. (including collection, use,
transfer, storage, destruction) Description of the
personal data processed by the product must be
provided in the product documentation, including all
types of personal data processed by the product,
purposes, processing methods, time limit, risks, and
suggestions.

2. For products directly oriented to data subjects
and providing interfaces, if the data controller
requires the product to provide a privacy statement,
the privacy statement interface must be provided as
required by the data controller.

If personal data is obtained from a third party,
provide the description of the personal data
processed by the product. Note:

Personal data obtained by third parties when the
product provides normal services (including
collection, use, transfer, storage, destruction)
Description of third-party personal data processed
by the product must be provided in the product
documentation, including all types of personal data
processed by the product, purposes, processing
methods, time limit, risks, and suggestions.




Category | Requirements | Product or Solution Technical Description

Choice Provide For products directly oriented to data subjects, a

and technical mechanism must be provided to obtain users'

consent | measures to | explicit consent before collecting users' personal
obtain data data (for example, when users register and use
subjects' apps for the first time). If the privacy statement
consent. content changes, inform users to view it and obtain

Consent must
be performed
by the user. If
the option is
selected by
default, the
user does not
agree.

their consent. Note:

1. For products directly oriented to data subjects
(such as web and app products), if personal data of
data subjects needs to be collected, a mechanism
must be provided for the explicit consent of the data
subjects.

2. If the privacy policy changes (The scope and
purpose of the collected personal data are changed.),
a mechanism for recollecting the explicit consent of the

data subject must be provided.

If the product provides a mechanism for obtaining
user consent, the user must take specific actions,
that is, the user clicks the button. Note:

If the product collects consent for the controller,
ensure that the consent is actively clicked by the
data subject. The Allow and Forbid options on the
user consent obtaining page are selected by default
or the Ignore issue does not constitute consent.

The
processing of
data on
minors is
legal only
with the
consent of
the guardian.

For products that are directly oriented to end users,
if services are provided for minors or personal
information containing age information is collected,
a mechanism must be provided to obtain consent
from the minor's guardian. Note:

If the users of the system include minors and the
system identifies the minors, the system must
provide a mechanism to obtain consent from
parents. (e.g., a parent account is required and a
minor account is authorized to use it through the
parent account).




Category

Requirements

Product or Solution Technical Description

Data subjects
have the right
to withdraw
their consent
at any time,
and it should
be as easy to
withdraw
consent as to
give it.

A data subject-oriented product should provide a
mechanism for recording the data subject's consent.
Note:

1. (For privacy agreements or user clauses) Obtain
user consent through the product. The product
should record the user consent, including at least
the date, time, and content of the consent. (i.e., the
privacy policy related to consent or the version
number of the privacy policy related to consent).

2. (For the privacy agreement or user terms and
conditions) In the scenario where user personal data is
collected and processed on the cloud, the information
agreed by the user must be stored and recorded on
the cloud. For products or apps whose personal data
is stored on the device side, the consent information
must be recorded on the device side. (If personal data
is not uploaded to the cloud and personal data is
processed and collected on the device side, consent
can not be recorded.)

3. To obtain user consent through the configuration
switch, provide a GUI and save the user selection, for
example, in the database or configuration file.

For products directly oriented to data subjects, if the
product provides a mechanism for obtaining
personal data consent, the consent withdrawal
mechanism must be supported. Note:

1. The product should provide the consent
withdrawal mechanism. (e.g., click the
unsubscription link, reply to the unsubscription SMS
message, or click the Disagree button).

2. After a user withdraws the consent, a mechanism
must be provided to stop collecting and processing
the user's personal data. If the processing cannot
be stopped immediately due to reasonable reasons
such as a long calculation period, the processing
must be stopped before the next period.

3. The method of withdrawing consent is clear
enough.

4. Record the user's consent withdrawal.




Category

Requirements

Product or Solution Technical Description

By default, it
is prohibited
to collect
special types
of personal
data of data
subjects
unless the
express
consent of
data subjects
is obtained
for specific
purposes or
to meet the
requirements
of laws and
regulators.

By default, it is prohibited to collect special types of
personal data of data subjects unless required by
services (e.g., sports and health services) or
required by laws and regulatory authorities, and
agreed to collect and process data separately. Note:

Special types of personal data include: race,
political views, religious and philosophical beliefs,
trade union membership, genetic data, biological
information, health and sexual status, and sexual
orientation. The consent for special types of
personal data must be distinguished from the
consent for other common personal data.

Special types of personal data, social security
numbers, ID numbers, bank card numbers, and
passport numbers must be protected by higher
security measures than ordinary personal data.
Note:

Special personal data, social security numbers, ID
numbers, bank card numbers, and passport
numbers must be encrypted for storage and
transmission. Proper access permissions must be
set. Unauthorized access is prohibited.

Use,
retention
and
disposal

Data subjects
have the right
to be free
from
decisions
based solely
on the act of
automated
processing, in
order to avoid
legal or
similar
significant
impact on
individuals.

For systems that provide user profiling, a
mechanism should be provided for the user to exit
profiling. Note:

1. When the system provides the personal data
analysis function, the system should provide a
mechanism for users to exit the analysis.

2. Ensure that data subjects' personal data will not
be processed after they withdraw their consent.

If the processing cannot be stopped immediately
due to reasonable reasons such as a long
calculation period, the processing must be stopped
before the next period.




Category

Requirements

Product or Solution Technical Description

Data stored in
aformin
which the
identity of the
data subject
can be
identified
must not be
stored for a
longer period
than is
necessary for
the purposes
for which the
personal data
is processed.

For products that store personal data, a mechanism
for setting the retention period of personal data
must be provided. The product must provide a
mechanism for deleting or anonymizing personal
data that has expired.

Description:

1. The data retention period can be configured by
the controller.

2. If the retention period of personal data cannot be
defined, the product needs to provide a mechanism
that supports the retention period policy so that the
system can delete or anonymize the personal data

of data subjects. For example, the retention period

defined by the system is to delete related personal

data during deregistration.

3. The product must provide a mechanism for
deleting or anonymizing expired personal data.

Personal data
is collected
for a specific,
explicit and
legitimate
purpose and
must not be
subsequently
processed in
a manner
contrary to
that purpose.

For systems that collect and process personal data,
the collection scope and use purpose of personal
data must not exceed the personal data description
of the product and must comply with the
minimization principle. Note:

Ensure that the following requirements are met
during system or product design:

1. Each type of personal data has a clear purpose
for collection and processing, and personal data is
used only for these purposes.

2. When new features are added, review the scope
and purpose of personal data collection and
processing remain unchanged. If changes are
introduced, the description of personal data must be
modified.




Category | Requirements | Product or Solution Technical Description
Data A system that collects and processes personal data
processing must provide an access control mechanism for end
shall be users and administrators to access personal data.
carried outin | Note:
amannerthat | 4 For end users (data subjects), the system must
ensures the | or4yide security authentication and authorization
appropriate rules to prevent unauthorized access to personal
security of the | y5t5.
ersonal
Sata 2. For administrative users, the system must have a
inclu’ding the clear access control list, specifying whichl roles or
adoption of users can access data and their access rights (read
appropriate and write). Roles in the system must be able to
technical or audi’g a}nq review (e.g. through access control lists)
organizational to minimize permissions to ensure that only
measures to | @uthorized personnel can access data.
grottect the t In the system that collects and processes personal
ata ahgal'nsd data, the management plane records the operations
unau‘: o?zle performed by administrators on personal data in
or uniawiu logs. (For the management plane, the system
prodcessmg records the operations of viewing, modifying,
an idental deleting, uploading, downloading, importing, and
accidenta exporting personal data.)
loss,
destruction or
destruction.
Data When When personal data is directly used for marketing
subject personal data | purposes, the system must provide a mechanism to
access is directly obtain users' explicit consent. Note:
used for For products that are directly oriented to data
marketing subjects and provide GUISs, if the system provides
purposes, the direct marketing function (for example,

data subjects
shall have the
right to refuse

marketing through emails or SMS messages) for
users, a separate consent option must be provided
on the GUI to obtain users' explicit consent.




Category

Requirements

Product or Solution Technical Description

at any time.

When personal data is used for marketing
purposes, a mechanism for withdrawing the consent
for the use of personal data in marketing activities
must be provided and users must be notified. Note:

1. The product should provide a mechanism for
users to withdraw their consent and exit marketing
activities. For example, users can click the
unsubscription link, reply to the unsubscription SMS
message, click the Disagree button, or send an
application to the contact information reserved in
the privacy policy.

2. If a user chooses to exit the marketing campaign,
the user's personal data (such as the mobile
number and email address) cannot be used for
marketing and profiling for marketing purposes.

Data
subjects' right
to "correction"
Data subjects
have the right
to request the
controller to

For systems that collect, process, and store
personal data, provide a mechanism for data
subjects or controllers to modify the personal data
provided by data subjects. Note:

1. The system must provide a mechanism for data
subjects or controllers to modify the personal data
provided by data subjects. (For example, you can

immediately | yodify personal information by logging in to the web

correct the personal page.)

incorrect N

personal data 2. If the personal data collected by the application

relating to system is obtained from a third-party system, the

them. system must provide a mechanism for receiving
personal data updates from the third-party system
to ensure that the personal data of data subjects is
kept up to date.

Data For systems that collect, process, and store

Subject's personal data, provide a mechanism for data

Right to subjects or controllers to delete personal data. Note:

Delete and

Be Forgotten

1. A mechanism for deleting personal data must be
provided. When a data subject requests to delete
his/her personal data, the system deletes the
personal data immediately if there is no other
reason why the system needs to retain the personal
data.

2. When personal data is deleted from the system,
all storage places, including temporary files and
copies, must be deleted.




Category

Requirements

Product or Solution Technical Description

"Access"
rights of data
subjects

For systems that collect, process, and store
personal data, provide a mechanism for data
subjects or controllers to access their personal data.
Note:

1. The personal data that can be accessed includes
the personal data provided by the data subject and
the results generated based on the personal data.

2. The analysis results of data subjects' personal
data need to be displayed. The results of group
analysis for services do not need to be displayed to
data subjects.

Data subjects
can be
requested to

A system for end users provides a mechanism for
verifying the identity of a data subject when
registering personal information. Note:

provide When registering a data subject, the system needs
additional to verify the identity of the data subject, for example,
necessary the activation link in the email or the verification
information to | ;o 4e in the SMS message.

confirm the

identity of the

data subjects.

The right of For systems that collect, process, and store

data subjects | personal data, provide a mechanism for data

to restrict subjects to restrict the processing of their personal
processing of | data. Note:

personal 1. The right of restricted processing is required if
Shaatta‘;h-lt-ehe fact | one of the following conditions is met: (1) the data

processing of
personal data
is restricted
should be
clearly stated
in the system.

subject doubts the accuracy of the personal data
and the controller needs a period of time to confirm
the accuracy of the data (2) the data processing is
illegal and the data subject refuses to delete it (3)
the purpose of the data processing has been
achieved. However, the data needs to be used to
exercise litigation rights. (4) The data subject
exercises the right to refuse until it is confirmed that
the legitimate reasons of the data controller prevail
over the data subject's rights.

2. If the data is retained in the system, a robust
mechanism must be in place to ensure that the
restricted data will not be processed. That is, the
restricted processing of personal data must be
clearly identified. For example, attributes in the
database indicate that some attributes are frozen.
During query and system processing, for example,
sending marketing emails, the system filters out the
frozen attributes.




Category | Requirements | Product or Solution Technical Description
Cross- Cross-border | Unless the POPIA exceptions are met, the transfer
border transfer of of personal data across borders is prohibited.
data personal data
transfer | out of South
Africa is
prohibited
unless
exceptions
are met.

6. Integration

Digital and Cyber security and shall be implemented across all systems and applications.

7. Implication on Current Environment

There is a Cyber Security project in place and it shall provide some of the capabilities required.

8. Cost Considerations

The costs estimates have been provided for in a separate report.

9. Network Points/Wifi Coverage

Currently, the Unisa current environment caters for various digital security systems. All campuses and
regional infrastructure cater for digital security connected directly to the ICT network environment using

Huawei 57xx PoE network switches.

To enhance the network data security protection level, the anti-extortion solution is recommended.
Hardwares including Firewall and softwares including Security Control Manager, Security Situation

Awareness System and Anti-DDoS Service should be configured in the network.

To enhance the mobile security protection level, the mobile security solution is recommended. Mobile
Device Management Software and eMS Platform Software is recommended.



10.Implementation Considerations

Implementation considerations are crucial for ensuring the successful deployment and operation of digital

and cybersecurity solutions within a smart campus university. Below are the considerations, broken down

by category for clarity.

Digital Security Implementation Considerations

Consideration

Category

Data Governance

Infrastructure

Identity

Management

Endpoint Security

Training and

Awareness

Specific
Consideration

Data Classification

Data Handling

Protocols

Network

Segmentation

Cloud Integration

Access Control

Policies

IAM Solution
Scalability

Device Compliance

BYOD Policies

Continuous

Education

Simulation

Exercises

Description

Establish a framework for classifying data based on sensitivity and

apply appropriate security controls.

Define clear protocols for handling different types of data, including

storage, transmission, and destruction.

Implement segmentation to isolate critical network resources and

contain potential breaches.

Ensure secure integration of cloud services with on-premises

infrastructure, adhering to the shared responsibility model.

Define and enforce strict access control policies, including least

privilege and separation of duties.

Choose an IAM solution that can scale with the growth of the

university and the addition of new users and services.

Ensure all devices comply with security policies before granting
access to the network.

Establish and enforce policies for Bring Your Own Device (BYOD)

scenarios to maintain security on personal devices.

Implement ongoing cybersecurity education programs for all users to

keep them informed about the latest threats and best practices.

Conduct regular security drills and simulations to assess the

readiness of the staff and the effectiveness of security policies.

Cybersecurity Implementation Considerations



Consideration

Category

Threat

Intelligence

Incident

Response

Network Security

Regulatory

Compliance

Security
Architecture

Vendor

Management

Specific

Consideration

Real-time Threat

Analysis

Threat Intelligence

Sharing

Response Plan

Incident Simulation

Perimeter Defense

Internal Traffic

Monitoring

Compliance

Framework Adoption

Regular Audits

Zero Trust Model

Secure by Design

Vendor Risk
Assessments

SLAs and Contracts

Description

Set up systems to analyze threats in real-time and adapt to new

information as it becomes available.

Engage in or establish threat intelligence sharing with other

institutions and agencies.

Develop and document an incident response plan that includes

notification procedures, roles, and responsibilities.

Regularly test the incident response plan with tabletop exercises

and live simulations.

Implement advanced perimeter defenses with Next-Gen Firewalls,

IDS/IPS, and deep packet inspection.

Monitor internal network traffic for suspicious activities that could

indicate lateral movement or data exfiltration.

Adopt a well-known compliance framework suitable for educational

institutions (e.g., NIST Cybersecurity Framework).

Conduct regular audits to ensure ongoing compliance with relevant

regulations and standards.

Consider implementing a Zero Trust security model where
verification is required from anyone trying to access resources in
the network.

Integrate security into the design phase of any new system or

application development.

Evaluate the security posture of third-party vendors and require

adherence to security standards.

Ensure that service level agreements (SLAs) and contracts with
vendors include clauses for security requirements and breach
notification.



These implementation considerations are designed to provide a holistic view of the various factors that
influence the deployment of digital and cybersecurity solutions in a smart campus context. Proper
attention to these considerations will help to ensure a secure, resilient, and regulatory-compliant

implementation, safeguarding the institution's assets and the privacy of its constituents.

11.Recommendations

Key Recommendations for Implementing Digital and Cybersecurity Solutions
Strategic Alignment

1. Align with Institutional Goals: Ensure that security initiatives are in line with the overall

objectives and strategic goals of the university.

2. Establish Governance: Set up a governance framework that involves key stakeholders and

defines roles and responsibilities for cybersecurity across campuses.
Policy and Compliance

1. Develop Comprehensive Policies: Create detailed cybersecurity policies covering all aspects of

digital security, including acceptable use, password management, and incident response.

2. Regular Compliance Audits: Conduct periodic audits to ensure adherence to national and
international regulations like GDPR, FERPA, or POPIA, and adapt policies as regulations evolve.

Technical Measures

1. Layered Security Approach: Implement a multi-layered security architecture, from perimeter

defenses to endpoint protection, to ensure comprehensive coverage.

2. Invest in Advanced Threat Protection: Utilize Al and machine learning for threat detection and

response, and consider services that provide real-time threat intelligence.
Access Control

1. Robust Identity Management: Implement a strong IAM framework with MFA, SSO, and role-

based access controls to minimize unauthorized access risks.



2. Secure Remote Access: Enable secure VPN access for remote users, and consider employing

zero trust models for enhanced security.
Data Security

1. Encrypt Sensitive Data: Use strong encryption for data at rest and in transit, particularly for

sensitive information.

2. Implement DLP Tools: Deploy data loss prevention tools to monitor and control data transfer

and prevent potential breaches.
Infrastructure Security

1. Secure loT Devices: Secure and manage loT devices to prevent them from becoming network

vulnerabilities.

2. Regularly Update and Patch: Maintain a regular schedule for updating and patching all systems

to mitigate known vulnerabilities.

Awareness and Training

1. Ongoing Security Awareness: Develop continuous security awareness programs to educate

students, faculty, and staff about potential risks and best practices.

2. Simulated Attack Exercises: Conduct regular drills and simulated phishing attacks to prepare

for and prevent real security incidents.
Incident Management

1. Incident Response Plan: Establish a clear incident response plan with defined roles and

communication strategies for timely and effective action.

2. Post-Incident Analysis: After an incident, perform a thorough analysis to identify lessons

learned and improve future response efforts.
Vendor and Third-Party Management

1. Third-Party Security Assessments: Regularly assess the security measures of third-party

vendors who have access to the university’s systems.

2. Secure Integration: Ensure that third-party services are securely integrated into the university’s

infrastructure with proper API security controls.

Monitoring and Evaluation

1. Continuous Monitoring: Implement continuous monitoring solutions to detect and respond to

security events in real-time.



2. Performance Metrics: Develop key performance indicators (KPIs) to measure the effectiveness

of cybersecurity initiatives and make data-driven decisions.

Investment in Technology

1. Future-Proof Solutions: Invest in scalable and adaptable security solutions that can evolve with

emerging threats and growing campus needs.

2. Budget for Security: Allocate an appropriate budget for cybersecurity initiatives, reflecting its

critical importance to the university's operations.

Implementing these key recommendations requires a proactive approach and a willingness to invest in

both technology and human resources.

It is essential to foster a culture of security that prioritizes the safeguarding of the university's digital

environment as a fundamental aspect of its educational mission.



1. Background

The integration of drones for safety and security in a university setting, particularly within the paradigm of
a smart campus, represents a forward-thinking approach to campus safety and security management. A
smart campus is an ecosystem that leverages technology to create a more interactive, safe, and efficient
environment for its students, faculty, and staff. In a multi-campus university, the challenge of overseeing
and maintaining safety and security is amplified due to the geographical spread and diverse needs of
each campus.

Overview of Drones in Smart Campus Security:

Drones, also known as Unmanned Aerial Vehicles (UAVs), are being increasingly adopted as a tool for
enhancing the safety and security protocols within a smart campus. These systems are equipped with
cameras and sensors that can perform a variety of tasks ranging from aerial surveillance to emergency

response support.

The implementation of drones can be divided into two primary categories: reactive and proactive

measures.

e Reactive measures involve deploying drones in response to specific incidents, such as
intrusions, unauthorized access, or emergency situations where immediate surveillance is

needed to assess and respond to the incident effectively.

e Proactive measures are those in which drones are used for regular monitoring and patrol of the
campus grounds, providing a constant presence that can deter potential security breaches or

unsafe activities.
Challenges and Considerations:

¢ Implementing a drone-based security system requires careful planning to ensure compliance with
aviation and privacy laws, as well as to address any potential ethical concerns from campus
stakeholders.

e Technical challenges include ensuring reliable communication links, managing battery life and

flight duration, and creating flight paths that minimize disruptions to campus activities.

e Cost considerations must be balanced against the benefits of enhanced security and the potential

reduction in other security-related expenses.



The deployment of drones for safety and security in a multi-campus university can significantly augment

the capabilities of traditional security measures.

It offers a flexible, dynamic, and responsive approach to campus safety challenges. However, it

necessitates careful strategic planning, stakeholder engagement, and adherence to regulatory

requirements to ensure it is effective, accepted, and beneficial in the long term.

2. Scope

Context for Drones in University Safety and Security:

1.

Surveillance and Monitoring: Drones can provide real-time aerial views of campus areas that
are difficult to monitor on foot or by vehicle. This is particularly useful for large campuses with
extensive outdoor areas, parking lots, and remote buildings.

Emergency Response: In the event of an emergency, drones can quickly be deployed to the
affected area to provide first responders with vital information about the situation, helping to guide
their actions and prioritize resources.

Event Management: During large campus events, drones can assist in crowd monitoring and

control, ensuring that safety protocols are maintained throughout the event.

Infrastructure Inspection: Regular inspection of campus facilities and infrastructure can be
conducted more efficiently with drones, identifying potential safety hazards or maintenance issues
without the need for scaffolding or climbing.

Environmental Monitoring: Drones can be used to monitor environmental conditions on
campus, such as detecting fires or hazardous material spills, which could pose safety risks to the

campus community.

Integration with loT and Data Analysis: In a smart campus, drones can be integrated with the
Internet of Things (loT) infrastructure, allowing for the collected data to be analyzed and used for

improving campus security measures and resource allocation.

Privacy and Legal Considerations: The use of drones raises important privacy concerns that
must be addressed through clear policies and regulations. Additionally, there are legal restrictions
on drone flights that may affect their operation on campus, such as altitude limits, no-fly zones,

and pilot certifications.



Below is the scope of services and capabilities of drones for safety and security in a smart campus

environment, for each category:
Surveillance and Monitoring
Service Scope Capabilities
Perimeter Security - Automated patrolling of campus borders
- Intrusion detection and alerting
Monitoring of Restricted Areas - Ensuring only authorized access
- Real-time video feed to security personnel

Traffic Flow Analysis - Monitoring and analyzing vehicular and

pedestrian traffic

- Identifying and reporting congestion
Parking Management - Overseeing parking lot occupancy

- Detecting parking violations

Wildlife and Environmental - Tracking of wildlife activity on campus

Monitoring grounds

- Environmental health assessments

Emergency Response
Service Scope Capabilities
Incident Assessment - Rapid aerial assessment of incidents
- Immediate data relay to response teams

Search and Rescue - Quick scanning of large areas for missing

persons
- Night vision and thermal imaging
Disaster Response - Surveying damage post-disaster

- Identifying safe and unsafe zones



Medical Emergency

Assistance

Event Management
Service Scope

Crowd Monitoring

Traffic Coordination

Emergency Evacuation

Assistance

Law Enforcement Support

Infrastructure Inspection
Service Scope

Building Inspections

Utility Infrastructure

Monitoring

Landscaping and

Grounds Maintenance

- Delivering emergency supplies

- AEDs and first aid via drone delivery

Capabilities
- Aerial crowd density analysis
- Detection of abnormal crowd movements

- Overseeing and reporting on traffic conditions

during events
- Assisting in event egress planning

- Providing aerial guidance for evacuation

routes
- Monitoring evacuation process

- Aiding police with aerial views for better

situational awareness

- Tracking of suspicious activity

Capabilities

- Assessing rooftops, facades, and structures
- Identifying maintenance needs

- Inspection of power lines, solar panels, etc.
- Detecting outages or damage

- Overseeing the condition of green spaces

- Identifying areas needing attention



Environmental Monitoring

Service Scope Capabilities
Fire Detection and - Early detection of fires using thermal imaging
Assessment

- Mapping the spread of fires
Hazardous Material Spill - Identifying and monitoring spill extent

Response : - :
- Supporting hazmat teams with information

Integration with loT and Data Analysis

Service Scope Capabilities
Data Collection and - Gathering large volumes of data for security
Analysis analysis

- Integrating with 10T devices for comprehensive

coverage

Predictive Analytics - Utilizing machine learning to predict and prevent

incidents

- Optimizing security resource allocation

Privacy and Legal Considerations

Service Scope Capabilities
Policy Development - Crafting guidelines for drone usage respecting
privacy laws

- Establishing no-fly zones on campus

Compliance - Ensuring drone operations are within legal

Monitoring frameworks

- Regular reviews of policy adherence



When implementing such a drone program, universities must navigate a complex web of logistical,
technical, and ethical challenges, while also realizing that these capabilities are part of a larger security

ecosystem that includes human personnel and traditional surveillance systems.

It's important that the introduction of drones complements and enhances these existing structures rather

than attempting to replace them.

3. Business Requirements

The following requirements were discussed.
e SC 37 Drones

Use of aerial devices to provide camera footage of unreachable locations and incidents.

4. Benefits

The key benefits of deploying drones for safety and security in a university with multiple campuses are

numerous.

By capitalizing on these benefits, the university can create a safer and more secure environment that not
only protects its students, faculty, and staff but also enhances the overall campus experience through

smart technology integration.
The following list encapsulates the primary advantages:
1. Enhanced Surveillance Coverage:

e Drones provide an aerial perspective, allowing for comprehensive coverage that ground-

based security cannot match.
e Capable of monitoring hard-to-reach areas, ensuring no blind spots in surveillance.
2. Rapid Response to Incidents:

e Quick deployment in response to security incidents or emergencies, providing immediate

situational awareness.
¢ Reduction in the time taken for first responders to assess and address situations.

3. Cost-Effectiveness:



o Potentially reduces the need for extensive ground-based security personnel and
infrastructure.

o Can decrease the long-term operational costs associated with campus security

measures.

4. Improved Safety Measures:

¢ Real-time monitoring helps in preempting unsafe situations and can prevent accidents.

e Helps in enforcing campus policies by monitoring for violations and ensuring compliance.
5. Event Security and Management:

e Assists in crowd management by providing live feedback on crowd density and flow.

e Enhances the ability to manage traffic and parking during large campus events efficiently.
6. Infrastructure and Maintenance:

e Simplifies the inspection process of buildings and infrastructure, aiding in maintenance

planning.

o Early detection of structural issues or damage, preventing larger issues and costly

repairs.
7. Data Collection and Analytics:

e Gathers high-quality data for analysis, contributing to informed decision-making and

policy development.
e Integration with loT allows for a more interconnected and smart campus environment.
8. Environmental Monitoring:
¢ Monitors environmental health, aiding in sustainability efforts.
o Detects environmental hazards quickly, mitigating risks to the campus population.
9. Accessibility and Mobility:

e Drones can operate in various terrains and weather conditions, offering greater

accessibility.
e Mobility allows for tracking dynamic situations or targets effectively.

10. Disaster Preparedness and Management:



e Plays a critical role in disaster response by assessing damage, locating victims, and

delivering supplies.
e Facilitates in planning and drills for disaster preparedness.
11. Technological Integration:
o Fits within the broader smart campus strategy, enhancing technological capabilities.
e Can be integrated with other systems for a unified security approach.
12. Privacy Assurance:

e Provides a framework for overseeing privacy concerns, potentially boosting trust and

comfort among campus inhabitants.
o Allows for transparency in security operations, aligning with ethical standards.
13. Legal Compliance:
e Operates within a legal framework, ensuring adherence to federal and local aviation laws.

o Ensures that the university remains compliant with privacy laws and regulations.

5. User Journeys, Use Cases and Scenarios
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Below are the use cases and scenarios for the deployment of drones within the university:

Surveillance and Monitoring

Use Case

Daily Campus Patrol

Event Monitoring

Parking Lot Surveillance

Sensitive Area Oversight

Emergency Response

Use Case

Scenario Description

Drones conduct scheduled flights to monitor campus activity, providing live feeds

to the security center.

During campus events, drones are used to provide an aerial perspective to monitor

crowd density and identify potential security issues.

UAVs patrol parking areas to deter theft and vandalism, and to ensure vehicles are
parked in designated areas.

Drones monitor areas with restricted access, such as research labs, to prevent
unauthorized entry.

Scenario Description



Rapid Incident Analysis

Search and Rescue

Operations

Fire Assessment and

Management

Hazardous Material Spills

Event Management
Use Case

Crowd Control Assistance

Traffic Management

VIP Security Monitoring

Infrastructure Inspection

Use Case

Building Maintenance
Checks

Utility Infrastructure

Surveillance

Construction Progress

Tracking

Environmental Monitoring

Upon an incident report, drones are quickly dispatched to provide first responders

with a real-time overview of the situation.

Drones equipped with thermal imaging search for missing persons on campus

grounds, especially after hours.

In case of fire, drones assess the affected area, providing data on the fire's extent

and the safety of nearby structures.

Drones are deployed to assess the scale and impact of hazardous material spills,

aiding in containment and cleanup.

Scenario Description

Drones observe crowd movements during events to prevent overcrowding and

identify potential disturbances.

UAVs provide traffic flow information during events, aiding in congestion

management and parking control.

Drones are used for additional surveillance when VIPs visit the campus, ensuring

their safety and managing bystander crowds.

Scenario Description

Regularly scheduled drone flights inspect buildings for maintenance issues like

structural damage or roof integrity.

Drones monitor the status of power lines, solar panels, and other utilities to detect

outages or damage.

UAVs are used to monitor construction sites, ensuring projects are progressing on

schedule and safely.



Use Case Scenario Description

Ecological Health Drones collect data on campus green spaces to aid in the maintenance and
Monitoring sustainability of the natural environment.

Weather and Climate UAVs equipped with sensors monitor weather conditions, providing data for
Observations campus weather advisories.

Pollution Detection Drones monitor air quality and detect potential pollution issues on or near campus.

Integration with loT and Data Analysis

Use Case Scenario Description

Data-Driven Security Data collected by drones is analyzed to optimize the deployment of security
Deployment resources across campus.

Predictive Analytics for Patterns from drone surveillance data are analyzed to predict and prevent potential
Crime Prevention crime hotspots.

Integration with Campus Drones work in tandem with loT devices like smart lights and locks to enhance
Systems campus security.

Privacy and Legal Considerations

Use Case Scenario Description

Privacy Impact Before drone operations, assessments are conducted to ensure privacy is not
Assessments compromised.

Regulatory Compliance Regular reviews are conducted to ensure all drone operations comply with legal
Checks and regulatory standards.

Policy Enforcement Drones monitor and enforce compliance with campus policies, ensuring a secure

environment for all.

These use cases and scenarios showcase a range of applications for drones in enhancing safety,

security, and operational efficiency in a smart campus setting.



They highlight the versatility of drones in supporting various aspects of campus management and
underscore the potential for these tools to significantly contribute to the well-being of the university

community.

6. Solution Overview

Solution Overview

The solution for incorporating drones into a university's safety and security operations on a smart campus
involves an interconnected system of UAVSs, control systems, data processing units, and user interfaces.
The drones act as the mobile eyes and ears of the security infrastructure, capturing live data that is then
processed and analyzed to inform security decisions and actions. The solution architecture must ensure
seamless integration with existing security systems, compliance with aviation and privacy regulations, and

scalability to accommodate the university's evolving needs.
Solution Architecture

The solution architecture consists of multiple layers, including the drone hardware, communication
systems, data processing infrastructure, and application interfaces. Here's a high-level view of the

architecture:
o Sensing Layer: Composed of drones equipped with various sensors (cameras, thermal, LiDAR).

e Communication Layer: Involves the transmission of data from drones to ground stations and

data centers.

e Processing Layer: Where captured data is processed, analyzed, and transformed into

actionable insights.

e Application Layer: User interfaces and applications where the processed information is

visualized and interacted with by security personnel.

e Integration Layer: Ensures compatibility and communication with existing campus systems (like

loT devices, emergency alarms).

Solution Components



Drone Hardware and Sensors

Component

UAV Platforms
Imaging Systems
Night Vision

Specialized Sensors

Navigation Systems

Communication Systems
Component
Data Link
Video Transmission
Ground Control Station

Mesh Networks

Description

Multirotor drones for agility and fixed-wing drones for endurance.
High-resolution cameras for daylight surveillance.

Thermal imaging and IR cameras for low-light conditions.

LiDAR for topographic mapping, chemical sensors for detecting

hazardous materials.

GPS for positioning, INS for stability and maneuvering in GPS-denied

environments.

Description

Secure radio or cellular links for UAV telemetry and control signals.
High-bandwidth links for real-time video streaming.

Workstations for piloting drones and managing missions.

For extending communication range and redundancy.

Data Processing Infrastructure

Component

Data Storage

Data Processing Units
Cloud Integration

Machine Learning

Systems

Description

Secure, scalable storage solutions for handling large volumes of

sensor data.
High-performance servers for real-time data analytics.
Cloud services for additional processing power and storage.

Algorithms for predictive analytics and automated threat

assessment.



Application Interfaces
Component
Security Dashboard
Mobile Applications
Alert Systems

Reporting Tools

Integration Components
Component
API Gateways
Data Exchange Formats
Middleware

Compliance Modules

Implementation Notes:

Description

Centralized interface for real-time monitoring and control.

For field personnel to receive alerts and view drone feeds.
Automated systems for dispatching alerts based on drone data.

For generating incident reports and analytics.

Description

Interfaces for connecting with campus loT devices and systems.
Standardized formats (e.g., JSON, XML) for data sharing.

Software for managing data flow and ensuring system interoperability.

Systems to monitor and ensure regulatory compliance.

e Scalability: The architecture should support the scaling up or down of drone operations as

required.

e Security: All communication must be encrypted, and data storage must be compliant with data

protection regulations.

o Redundancy: Critical systems, especially communication and data processing, should have

redundancy to maintain operations during failures.

e Modularity: The design of the system should allow for easy upgrades and integration of new

technologies.

This solution combines sophisticated drone technology with robust data processing and analysis

capabilities, ensuring that the university's campuses are monitored effectively and that security personnel

have the tools they need to maintain safety and security.

The architecture is designed to be flexible, allowing for future growth and adaptation as new technologies

emerge and as the needs of the campus evolve.
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Application Layer: UAV Applications
The application layer consists of the software solutions that manage and interact with the UAVSs.
This includes mission planning and management software, which allows operators to define flight
paths, designate patrol areas, and schedule regular tours. It also encompasses the analytics
software that processes the data gathered by the UAVs, including video analytics for object
recognition, thermal imaging analysis for nighttime operations, and potentially, crowd behaviour
analysis software for event monitoring.

Platforms Layer: GIS, IVS, HCS, etc.

e Geographic Information System (GIS): This platform provides spatial data analysis and
visualization. It is integral for path planning, terrain analysis, and providing the UAVs with the
most efficient patrol routes considering campus geography.

o Intelligent Video Surveillance (IVS): The IVS platform includes advanced algorithms for real-
time video analytics. It is capable of detecting anomalies, recognizing faces, tracking movement,
and integrating with the campus security database for a comprehensive security overview.

o Hangar Control System (HCS): This system manages the UAV's charging docks, including
monitoring the UAVs' battery levels, scheduling maintenance, ensuring that the UAVs are ready

for deployment, and managing the security systems that protect the hangar area.



Network Layer: UAV Network, Ethernet/4G/5G
The network layer ensures that all components of the UAV system are connected and can
communicate effectively. This includes:

e UAV Network: A dedicated communication system for the UAVs, which may use proprietary
protocols for command and control to ensure security and reliability.

o Ethernet/4G/5G: The backbone of the communication system, which provides the necessary
bandwidth for transmitting high-definition video and other sensor data in real-time. Ethernet may
be used within control centers, while 4G/5G wireless networks facilitate broader connectivity

across campus, allowing for flexible and mobile operations.

Terminal Layer: UAV, Charging Dock, CCTV

e Unmanned Aerial Vehicles (UAVs): The drones themselves, equipped with sensors and
cameras, form the core of the terminal layer. They are the 'endpoints' of the system, conducting
the physical patrols and gathering data.

e Charging Docks: These structures serve as the UAVs' home bases, where they return for
battery recharging and system checks. They are equipped with their own security measures to
prevent tampering or theft.

o Closed-Circuit Television (CCTV): The network of CCTV cameras provides additional
surveillance capabilities. While separate from the UAVs, they are integrated into the overall
security system, offering a stationary counterpart to the mobile surveillance provided by the
drones.

This multi-layered architecture creates a robust framework for the implementation and operation
of UAVs within a smart campus environment. Each layer is designed to work in concert with the

others, providing a seamless, secure, and efficient security system.

Typical Solution Functionality and Usage:

The Unmanned Aerial Vehicles (UAVs), commonly referred to as drones, have seen increasing adoption
within the security sector and present significant advantages for conducting security patrols.

Their application in a university campus context as part of smart campus initiatives enhances the
traditional security guard tour by providing a rapid, extensive coverage that surpasses the limitations
typically faced by human guards, such as physical barriers and endurance constraints.

Drones serve as a critical augmentation to campus security services.

¢ Enhanced Patrol Operations: The UAVs are outfitted with advanced high-definition cameras that

capture detailed video footage and still images of the patrol areas. At night, their thermal imaging



capabilities allow for the identification of objects and individuals in low visibility conditions. The
primary camera on the UAV offers a first-person view, delivering a direct perspective of the patrol
area as seen from the drone itself.

Surveillance and Intrusion Detection: Supplemental to the UAV's onboard cameras, additional
high-definition surveillance cameras are strategically placed around the drone's hangar. These
cameras serve the dual purpose of providing broad surveillance coverage and facilitating image
recognition-based intrusion detection. They also play a vital role in confirming the UAV's take-off and
landing posture, offering a third-person view around the drone's operational base. This setup is
designed to trigger intrusion alarms if any unauthorized activity is detected in the vicinity of the drone

hangar.

Grid Deployment for Comprehensive Coverage: The UAV hangars are distributed across the
campus in a grid formation, ensuring complete surveillance coverage of the area under management.
This configuration enables a checkerboard-style operation where drones utilize the nearest hangar for

landing and automated recharging, optimizing patrol efficiency and response time.

Rapid Response Protocol: Upon receiving a command, the UAV is airborne from its hangar within
two minutes and arrives at the designated mission site within three minutes. This quick deployment

capability is crucial for meeting urgent security needs and emergency response situations.

Autonomous Flight Capabilities: The system is engineered with customizable automatic flight
algorithms tailored to the campus environment. This advanced programming facilitates autonomous
take off, self-guided patrols, and precision landings, ensuring consistent and reliable operation of the
UAVSs.

Cloud-Based Control and Coordination: The UAV operation system empowers command centre
managers to remotely control and dispatch UAVs. Through this system, they can plan routes, assign
tasks, and schedule UAV patrols. All data collected by the UAVs, including live video feeds, are

uploaded to the cloud for real-time accessibility and analysis.

Integrated Security Monitoring: To bolster the security of the charging docks and the UAVs
themselves, additional cameras are deployed both outside and inside the charging facilities. These
cameras are integral to monitoring the security of these critical infrastructures as well as the UAVs'

take-off and landing manoeuvres, ensuring operational integrity and readiness.

The implementation of this solution offers a high-tech enhancement to campus security operations,

enabling a proactive and responsive approach to maintaining safety across the university's grounds.



7. Integration

Integration Considerations

Table 1: Technical Integration Considerations

Consideration

Compatibility with

Existing Systems

Data Format

Standardization

Communication Protocols

Alignment

Scalability of Systems

Security Compliance

Upgrade Path

Provisioning

Operational Integration Considerations

Consideration

User Training and SOPs

Emergency Response

Coordination

Maintenance and

Support Systems

Workflow Integration

Description

Ensure that drones can seamlessly interface with the current GIS,
IVS, and HCS platforms.

Data captured by drones should be in formats that are compatible

with the existing data analysis tools.

Drone communication protocols must align with those of the

campus network to ensure secure and reliable data transfer.

The integration solution should support scaling up (adding more
drones, sensors, etc.) or down as needed.

Integration points must adhere to the campus's cybersecurity

policies and data privacy regulations.

The integration strategy should accommodate future upgrades

without significant overhauls.

Description

Staff should be trained on new interfaces and standard operating

procedures should be updated to include drone operations.

Integration with the campus emergency services for coordinated

response leveraging drone capabilities.

Ensure that the drone system's maintenance aligns with the
campus's existing support and service structures.

The drone operations should be integrated into the daily workflow of

security and facilities management without disruption.



Data Integration Considerations

Consideration Description

Real-Time Data Access and Drone systems should be able to provide real-time data to other security
Sharing systems and authorized stakeholders.

Data Privacy Management Personal data captured during surveillance must be managed in

compliance with privacy laws and campus policies.

Data Storage Solutions Adequate storage solutions must be in place to handle the large volumes

of data generated by drone operations.

Analytic Tools The data collected should be readily usable by analytic tools for security

Interoperability and operational insights.

Infrastructure Integration Considerations

Consideration Description

Physical Space for Drone Assessing and adapting physical spaces for drone launch, landing, and
Operations storage.

Power Supply Management Ensuring that the charging stations and control equipment have reliable

power sources.

Network Infrastructure Campus network must support the additional load from drone data traffic.
Readiness

Environmental Impact Ensuring drone operations do not negatively impact the campus
Assessments environment.

Key Integration Interfaces and Campus Systems
Integration Interfaces
Interface Description

API for Security APIs to interface with campus security systems for data sharing and

Systems command execution.



Data Streaming

Services

Network
Management
Interfaces

Cloud Services APIs

Campus Systems for Integration

Campus System

Campus Security

Information System

Student Information System
(SIS)

Building Management
Systems (BMS)

Emergency Alert Systems

Campus Network

Infrastructure

Environmental Monitoring

Systems

Real-time video and sensor data streaming services for emergency

response and surveillance.
Interfaces to manage network load balancing, quality of service, and

security.

For integrating with cloud storage and computing services for data
analysis and backup.

Description

Central security management system including incident reporting, patrol

scheduling, and emergency alerts.

To cross-reference data when needed for investigations while

maintaining privacy standards.

For integrating drone-based inspections and surveillance into building

maintenance routines.
To leverage drones in disseminating urgent alerts across the campus.

Including Wi-Fi, Ethernet, and cellular networks that support

communication and data transfer.

Integration with systems that monitor environmental conditions and
sustainability initiatives.

Integration is a multifaceted process that involves careful planning and consideration of both technical

and operational elements. The drones need to be integrated into the existing campus framework in a way

that enhances security operations without disrupting current systems and processes.

Each of these provides a focused lens on the different aspects of integration, helping to ensure that the

drone solution is implemented effectively and adds value to the university's smart campus initiatives.

8. Implication on Current Environment



UNISA currently has DJI Mavic 3 Pro drones.

Assessment Criteria for suitable Drones

To determine if the current or any other drones are suitable for achieving the smart campus capability

requirements, the following assessment criteria can be used:

Technical and Performance Assessment

Criteria

Flight Performance

Imaging Capabilities

Payload Capacity

Navigation and

Stability

Durability and
Maintenance

Description

Assess the drone’s battery life, range, speed, and altitude capabilities against the size

and layout of the campus.

Evaluate the quality of the onboard camera system for both day and night surveillance
needs, including resolution and thermal imaging capabilities.

Determine the drone’s ability to carry additional sensors or equipment if required for

specific surveillance tasks.

Review the drone’s GPS and internal navigation systems for reliability, especially in

challenging weather conditions or in GPS-denied environments.

Consider the drone’s build quality, resistance to weather conditions, and the ease of
maintenance and repairs.

Integration and Compatibility Assessment

Criteria

Network Integration

Software Integration

loT Ecosystem

Compatibility

Data Handling and

Storage

Description

Assess the compatibility of the drones with existing campus network infrastructure,
including Ethernet, 4G/5G connectivity.

Evaluate the ability to integrate the drones with current GIS, IVS, and HCS platforms

and whether additional software is needed.

Determine how well the drones can be integrated with the broader 10T ecosystem of the

smart campus.

Review the capacity to handle, process, and store data collected by the drones in

compliance with data privacy and protection policies.

Operational and Usability Assessment



Criteria Description

Ease of Use Assess how user-friendly the drone control and management systems are for campus

security personnel.

Autonomous Evaluate the drone’s capabilities for autonomous flight, including takeoff, landing, and

Operations patrolling without manual intervention.

Emergency Response Determine the efficacy of the drones in various emergency response scenarios based
on their response time and operational readiness.

Scalability Assess whether the current fleet of drones can be scaled up to meet future campus

needs or integrated with additional UAV technologies.

Regulatory and Compliance Assessment
Criteria Description

Aviation Regulations Ensure that the drone operations comply with national and local aviation regulations,

Compliance including flight ceilings and no-fly zones.

Privacy Law Assess the impact of drone surveillance on privacy rights and compliance with relevant
Adherence data protection laws.

Security Protocols Evaluate the security measures in place to protect against unauthorized access to

drones and their data.

Implementation Strategy or Approach

An effective implementation strategy for integrating the current drones into the smart campus security

system will involve careful planning and execution:
Pre-Implementation Planning
Step Description

Requirement Analysis | Define specific security and operational requirements of the campus that the drones

need to meet.



Regulatory
Compliance Check

Stakeholder

Engagement

Pilot Program

Ensure that all planned drone operations are within the legal framework and obtain any

necessary permissions or licenses.

Involve campus security personnel, IT staff, legal advisors, and privacy officers in the

planning process.

Conduct a small-scale pilot to test the functionality and integration capabilities of the

drones.

Implementation Execution

Step
Infrastructure Setup

Integration with

Campus Systems

Training and

Protocols

Data Management

Setup

Description
Establish the necessary charging docks, network infrastructure, and control stations.

Configure and test the integration of the drones with existing GIS, IVS, HCS, and other

loT devices.

Train security personnel in UAV operations and establish standard operating procedures.

Implement data storage solutions and analytic tools to handle the information collected

by drones.

Post-Implementation Review

Step

Performance

Monitoring
System Audits

Feedback Loops

Scalability and
Upgrades

Description

Continuously monitor the performance of the drones against the defined requirements.

Regularly audit the system for security vulnerabilities and compliance with regulations.

Create mechanisms for security personnel to provide feedback on drone operations and

any issues encountered.

Assess the need for additional drones or technology upgrades based on evolving

campus needs.



This comprehensive strategy ensures that the current drones are not only suitable for the current smart

campus requirements but are also adaptable to future needs and advancements in technology.

9. Cost Considerations

The costs estimates have been provided for in a separate report.

Below are some of the considerations.

Cost considerations are critical in evaluating the feasibility and sustainability of integrating drones into a

smart campus security system. These considerations span from initial capital outlay to long-term

operational expenses.
Initial Capital Expenses
Cost Item

Drone Acquisition

Additional Sensors and

Equipment

Infrastructure Setup

Licensing and Compliance

Integration Systems

Training

Operational Expenses
Cost Item
Maintenance and Repairs

Software Subscriptions

Description

The upfront cost of purchasing DJI Mavic 3 Pro drones or additional units as
needed.

Costs for thermal cameras, LIDAR, and other sensors that may be necessary for
specific security tasks.

Investment in building or modifying hangars, charging stations, and secure
storage facilities.

Fees associated with obtaining the necessary flight permissions and meeting
regulatory compliance.

Initial costs for software and hardware required to integrate drones into existing

campus systems.

Costs for training security personnel in UAV operations and system integration.

Description
Regular maintenance of drones, charging stations, and associated equipment.

Ongoing costs for software licenses needed for drone operation and data analysis.



Data Storage and

Management

Network Usage

Personnel

Insurance

Costs associated with storing and managing the data collected by the drones,

possibly in the cloud.

Expenses related to data transmission, which could include cellular data plans if

using 4G/5G connectivity.

Salaries and benefits for staff dedicated to the drone program, including pilots and

analysts.

Insurance coverage for drones to protect against damage, theft, and liability.

Depreciation and Replacement Costs

Cost Item

Drone Depreciation

Equipment Upgrades

Replacement Parts

Full Replacement

Description

The decrease in value of the drones over time due to usage and technology
advancements.

Costs for upgrading sensors and parts to keep the drone technology current.

Expenses for replacing worn or damaged components of the drones and support

systems.

Long-term costs for replacing drones that reach the end of their service life.

Indirect Costs and Contingencies

Cost Item
Contingency Fund
Opportunity Costs

Legal and Regulatory
Changes

Cybersecurity

Description
A reserve of funds for unexpected costs or emergencies related to drone operations.
Potential costs associated with diverting resources from other campus initiatives.

Potential costs arising from changes in laws or regulations affecting drone

operations.

Investments in cybersecurity measures to protect drone operations from digital

threats.

Training and Development Costs



Cost Item Description

Initial Training The cost of training personnel on the use, maintenance, and legal considerations of
operating UAVs.

Ongoing Education Costs associated with keeping personnel up-to-date with the latest UAV

technologies and regulations.

Certification and Fees for obtaining and renewing pilot licenses and other certifications required for
Licensing legal operation.

Cost-Benefit Analysis

Cost Item Description

Security Enhancement Valuation of the increased security and safety the drones provide.

Value

Efficiency Gains Savings from more efficient security operations and resource allocation.

Risk Mitigation Value Estimation of costs saved by mitigating risks such as theft, vandalism, and other

campus security incidents.

These provide a structured approach to understanding the various cost elements involved in drone
integration. It's essential to consider both the explicit costs (like acquisition and maintenance) and implicit
costs (such as training and opportunity costs) to gain a full picture of the financial implications of the
drone security system. Additionally, the cost-benefit analysis can help justify the expenditure by

highlighting the value added by the drones to the overall security posture of the campus.

10.Network Coverage and Connectivity

Network coverage and connectivity are crucial for the seamless operation of UAVs within a smart campus

environment.

Below are several considerations categorized into different aspects:



Network Infrastructure
Consideration

Bandwidth

Range

Reliability

Latency

Network Security
Consideration

Encryption

Authentication

Firewalls and

Intrusion Detection

Segmentation

Description

Ensuring sufficient bandwidth to handle the data transmission from multiple drones

simultaneously.
The network must provide extensive coverage to all areas where the drones will operate.

The network should have high availability with minimal downtime to ensure constant

drone connectivity.

Low latency is necessary for real-time data transmission and control command

responsiveness.

Description

Data transmitted over the network should be encrypted to prevent interception and

unauthorized access.

Systems should require authentication for devices to connect, ensuring only authorized

drones and operators have network access.

Network security measures should be in place to detect and prevent malicious activities.

The drone network may need to be segmented from the main campus network to

manage traffic and enhance security.

Connectivity Technologies

Consideration

4G/5G Cellular

Wi-Fi

Description

Leveraging cellular networks for areas that are outside the range of Wi-Fi or for

redundancy.

Establishing strong Wi-Fi coverage across campus for drone operations, possibly
through dedicated Wi-Fi networks for UAVs.



Satellite

Mesh Networks

Network Management
Consideration

Traffic Prioritization

Quality of Service
(QoS)

Monitoring and

Analytics

Redundancy and
Failover

In areas where terrestrial connectivity is unreliable, satellite communication can be

considered, though it's less common for small UAVs like the DJI Mavic.

Utilizing mesh networks can provide extended and resilient coverage, allowing drones to

communicate with each other and pass data back to the control center.

Description

Essential data from drones, like emergency alerts, may need priority over other network

traffic.

Implementing QoS policies to ensure critical UAV communications are given the

necessary bandwidth.

Continuous monitoring of network performance and traffic analysis to optimize

connectivity.

Implementing redundant connectivity solutions to provide failover in case the primary
connection fails.

Scalability and Flexibility

Consideration

Scalable

Infrastructure

Adaptive
Connectivity

Solutions

Future-Proofing

Regulatory Compliance

Consideration

Description

The network should be designed to scale easily with the addition of more drones or

increased data flows.

The network should support different types of connectivity technologies as needs evolve.

Consideration for emerging technologies (like 6G) and standards in network design.

Description



Spectrum Licensing Ensuring compliance with local regulations regarding the use of radio frequencies for

UAYV control and data transmission.

Data Sovereignty Adherence to laws governing the storage and transmission of data, which may affect

where data is stored and how it is transmitted across the network.

In summary, a robust, secure, and flexible network is vital to support UAV operations in a smart campus
setting. These considerations should be evaluated and addressed during the planning and deployment

phases to ensure reliable and efficient drone operations.

11.Infrastructure Considerations

Given the university's strategy to prioritize cloud deployment for IT infrastructure, the considerations for
supporting UAV operations within a smart campus setting would focus on leveraging cloud capabilities

while ensuring optimal performance, security, and compliance.
Below is an outline categorized into different considerations:

Cloud Infrastructure

Consideration Description

Cloud Service Provider Choose a provider with a strong track record in laaS or PaaS that can support the
Selection required compute, storage, and networking needs.

Data Storage and Ensure that cloud storage is scalable, secure, and redundant, with data backup
Redundancy and recovery processes in place.

Compute Scalability The ability to scale computing resources up or down based on the demand of UAV

operations and data processing needs.

Global Reach and Data Select cloud services with data centers in regions that comply with data residency

Centers requirements and offer low-latency connections.

Cloud Security
Consideration Description

Data Encryption Implement encryption at rest and in transit for all data handled by UAV operations.



Identity and Access Use IAM services to control user access to cloud resources, ensuring that only

Management (IAM) authorized personnel can manage UAV-related infrastructure.

Security Compliance Ensure that the cloud deployment complies with relevant security standards and

privacy regulations.

Cloud Security Monitoring Deploy security monitoring tools provided by the cloud service provider or third-

party solutions to detect and respond to threats.

Server and Network Architecture
Consideration Description

Serverless Architectures Consider using serverless computing services for backend processes to reduce

the need for server management.

Content Delivery Network Implement a CDN to distribute UAV data efficiently and reduce latency for users

(CDN) accessing the data.

Virtual Private Cloud (VPC) @ Set up a VPC to isolate UAV-related resources within the cloud provider's network

for enhanced security.

Network Peering and Establish direct peering with the cloud provider to reduce latency and increase

Interconnect connectivity reliability.

Data Management and Analytics
Consideration Description

Big Data Solutions Utilize cloud-based big data platforms for storing, processing, and analyzing large

datasets from UAV operations.

Real-Time Data Processing Leverage cloud services that offer real-time data processing capabilities for

immediate analysis and decision-making.

Machine Learning and Al Implement cloud-based Al and machine learning services to enhance data

analysis, predictive maintenance, and threat detection.

Data Integration Services Ensure the cloud platform can integrate with various data sources and formats for

a unified data strategy.



Application Deployment and Management

Consideration

Containerization

Microservices Architecture

Continuous
Integration/Continuous
Deployment (CI/CD)

Application Performance
Monitoring (APM)

Description

Use container services for application deployment to facilitate portability and

scaling of UAV management applications.

Adopt a microservices approach to break down UAV applications into smaller,

independently deployable services.

Implement CI/CD pipelines for rapid and reliable application updates and

deployments.

Utilize APM tools to monitor the performance of UAV applications and optimize

resource allocation.

Compliance and Legal Considerations

Consideration

Data Compliance

Service Level Agreements
(SLA)

Data Sovereignty

Export Controls and

Technology Transfers

Description

Ensure cloud services meet local and international data protection laws,

especially regarding student and staff privacy.

Secure SLAs from the cloud provider that guarantee uptime and availability that

match the operational needs of the UAV system.

Understand and comply with data sovereignty laws that may dictate where and

how UAV data is stored and processed.

Be aware of any export control laws that could affect the storage and sharing of

technical data, especially if international cloud services are used.

When integrating IT infrastructure with cloud services for UAV operations on a smart campus, the overall

goal should be to leverage the cloud's flexibility, scalability, and advanced services while maintaining

strict security and compliance standards.

These considerations form the foundation of a successful cloud-first approach, ensuring that the UAV

infrastructure is robust, future-proof, and aligned with the university's strategic objectives.



12.Implementation Considerations

Implementation considerations for integrating drones into a university's smart campus initiative are
multifaceted, involving a mixture of strategic planning, technical readiness, policy formulation, and
operational execution. Below are outlined considerations presented in separate categories to ensure a

smooth and effective implementation.

Project Management and Planning

Consideration Description
Project Timeline Develop a realistic timeline with milestones for drone integration.
Resource Allocation Identify and allocate necessary resources, including personnel and budget.

Stakeholder Management Engage with stakeholders to ensure alignment and address concerns.

Change Management Prepare a change management plan to handle the transition to new processes.

Technical Infrastructure

Consideration Description

System Compatibility Ensure new drone systems are compatible with existing IT infrastructure.
Network Readiness Upgrade network infrastructure to handle increased load from drone data.
Data Integration Plan for the integration of drone data into existing campus data systems.
Hardware and Software Assess and procure necessary hardware and software for drone operations.

Requirements

Regulatory Compliance and Security
Consideration Description

Aviation Regulations Comply with local aviation authorities and regulations for drone operations.



Data Protection Laws Ensure adherence to data protection laws relevant to surveillance and data storage.
Cybersecurity Measures Implement cybersecurity solutions for data collected and transmitted by drones.

Physical Security Secure drone storage, launch areas, and related infrastructure against unauthorized

access.

Operational Integration

Consideration Description

Workflow Integration Seamlessly integrate drone operations into existing security and maintenance
workflows.

SOP Development Create standard operating procedures for drone use in various scenarios.

Training Programs Train staff on the operation, maintenance, and data management of drones.

Emergency Protocols Develop protocols for drone-related emergencies or technical failures.

Financial Considerations

Consideration Description

Budgeting Prepare a detailed budget including initial outlay and ongoing costs.
Cost-Benefit Analysis Evaluate the financial benefits relative to the drone program costs.
Funding and Grants Explore opportunities for external funding or grants.

ROI Monitoring Establish metrics to monitor return on investment post-implementation.

Performance Monitoring and Evaluation
Consideration Description
KPIs and Metrics Define key performance indicators to measure the success of drone integration.
Continuous Improvement Implement a system for ongoing evaluation and improvement.

Reporting Mechanisms Set up reporting mechanisms to provide visibility into drone operations.



Feedback Loops Create channels for feedback from users and stakeholders to refine operations.

Vendor and Partnership Management

Consideration Description
Vendor Selection Choose vendors with proven track records in drone technology and cloud services.
SLA Agreements Negotiate service level agreements that meet the university's operational needs.

Partnership Development Foster partnerships with technology providers for support and innovation.

Legal Contracts Ensure all agreements with vendors and partners are vetted legally.

Scalability and Future Expansion

Consideration Description
Modular Infrastructure Adopt a modular approach to infrastructure to allow for easy scaling.
Future Tech Plan for the integration of future advancements in drone technology.

Considerations

Expansion Planning Develop a plan for expanding drone operations to other areas or use cases.
Technology Refresh Establish cycles for regular technology assessments and refreshes.
Cycles

Addressing these considerations with thorough planning and execution will lay a robust foundation for the
successful implementation of drones within the smart campus framework, ensuring that the initiative is

sustainable, secure, and delivers on its intended outcomes.

13.Recommendations

Recommendations have been outlined to ensure that the integration and operation of drones within the

university's smart campus strategy are effective, secure, and compliant with the cloud-first approach.

Strategic Planning



Recommendation

Define Clear Objectives

Align with Smart Campus Vision

Stakeholder Engagement

Policy Development

Technical Implementation
Recommendation

Select Suitable Hardware

Robust Network Infrastructure
Scalable Cloud Services

Embrace Automation

Security and Compliance

Recommendation
Prioritize Data Security

Regular Compliance Audits

Cybersecurity Protocols

Privacy Impact Assessments

Description

Establish specific, measurable goals for drone integration into campus

security.

Ensure that drone operations are in line with the broader smart campus

initiatives.
Involve relevant stakeholders in planning to ensure buy-in and support.

Create comprehensive policies for drone use, data governance, and privacy.

Description

Choose drones and associated hardware that meet operational

requirements and can be easily integrated with cloud infrastructure.
Invest in a network that can support high data throughput and is reliable.
Utilize cloud services that allow for scalability and flexibility in operations.

Implement automated systems for drone deployment, flight control, and data

processing.

Description
Enforce strong encryption and access controls for all drone-captured data.

Conduct periodic audits to ensure ongoing adherence to regulatory

requirements.

Establish and maintain robust cybersecurity measures to protect against
threats.

Regularly assess the impact of drone surveillance on individual privacy and
adjust operations accordingly.



Operational Excellence
Recommendation

Continuous Training Programs

Establish KPIs and Metrics

Develop Maintenance Schedules

Create an Incident Response

Plan

Cost Management
Recommendation

Conduct Cost-Benefit Analyses

Optimize Cloud Spending

Seek Economies of Scale

Plan for Depreciation

Data and Analytics
Recommendation

Leverage Data Analytics

Incorporate Al and Machine

Learning

Data Lifecycle Management

Description

Provide ongoing training for staff to ensure competency in drone operations

and data management.

Develop key performance indicators and metrics to measure the success of

the drone program.

Set regular maintenance schedules for drones and related infrastructure to

ensure reliability.

Have a clear plan for how to respond to drone-related incidents or

malfunctions.

Description

Regularly perform cost-benefit analyses to justify the drone program's

expenses.
Monitor cloud expenditures and utilize cost-optimization practices.

Explore bulk purchasing and long-term contracts for drones and cloud

services.

Factor in the depreciation of hardware and software over time in the budget.

Description

Use advanced data analytics to turn drone-captured data into actionable

insights.

Apply Al and ML for predictive analytics and to enhance decision-making

processes.

Implement policies for the storage, retention, and deletion of data.



Integrate Data Sources Ensure that drone data can be integrated with other campus data systems

for a holistic view.

Future-Proofing and Innovation

Recommendation Description

Monitor Technological Advances @ Stay informed about new drone technologies and software developments.

Foster a Culture of Innovation Encourage experimentation and innovation within drone operations.

Plan for Technology Refresh Establish a roadmap for periodic technology updates and refreshes.
Engage with Research and Collaborate with tech companies and academic departments for continual
Development improvement.

These recommendations serve as a comprehensive guide for the university to navigate the complexities
of integrating UAVs into their smart campus infrastructure, while also leveraging the power of cloud
computing to enhance their capabilities and ensure a future-ready posture.
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